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CVE CVE-2014-7271
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-08 20:29:00 UTC

Updated 2018-03-27 23:50:00 UTC

Description Simple Desktop Display Manager (SDDM) before 0.10.0 allows local users to log in as user "sddm" without authentication.
1 [ie]

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 20 All All All
Operating System Fedoraproject Fedora 21 All All All
Operating System Fedoraproject Fedora 20 All All All
Operating System Fedoraproject Fedora 21 All All All
Application Sddm Project Sddm All All All All
Application Sddm Project Sddm All All All All

References |
Reference Source Link
[SECURITY] Fedora 21 Update: sddm-0.9.0-2.20141007git6a28c29b.fc21 FEDORA lists.fedoraproject.org
Bug 1149608 — CVE-2014-7271 sddm: user "sddm" can login without authentication. CONFIRM  bugzilla.redhat.com
IBM X-Force Exchange XF exchange.xforce.ibmclouc
oss-security - Re: various sddm vulnerabilities MLIST www.openwall.com

Never try to login as the user SDDM by davidedmundson - Pull Request #279 - sddm/sddm - GitHub ~ CONFIRM  github.com
[SECURITY] Fedora 20 Update: sddm-0.9.0-2.20141007git6a28c29b.fc20 FEDORA lists.fedoraproject.org
0.10.0 Release Announcement - sddm/sddm Wiki - GitHub CONFIRM  github.com

Malformed Request BID www.securityfocus.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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