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The POP3-over-SSL implementation in getmail 4.0.0 through 4.44.0 does not verify X.509 certificates from SSL servers, wt
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Getmail Getmail 4.0.1 All All All
Getmail Getmail 4.0.10 All All All
Getmail Getmail 4.0.11 All All All
Getmail Getmail 4.0.12 All All All
Getmail Getmail 4.0.13 All All All
Getmail Getmail 4.0.2 All All All
Getmail Getmalil 4.0.3 All All All
Getmail Getmail 4.0.4 All All All
Getmail Getmalil 4.0.5 All All All
Getmail Getmail 4.0.6 All All All
Getmail Getmalil 4.0.7 All All All
Getmail Getmail 4.0.8 All All All
Getmail Getmalil 4.0.9 All All All
Getmail Getmail 41 All All All
Getmail Getmalil 411 All All All
Getmail Getmail 41.2 All All All
Getmail Getmalil 4.1.3 All All All
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References

Reference Source Link Tags

oss-security - Re: CVE Request(s): Getmail 4 MLIST openwall.com
openSUSE-SU-2014:1315-1: moderate: update for getmail SUSE lists.opensuse.org

Security Advisory SA61229 - SUSE update for getmail - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-3091-1 getmail4 DEBIAN www.debian.org
pyropus.ca/software/getmail/CHANGELOG CONFIRM pyropus.ca

CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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