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Summary

CVE CVE-2014-7278

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-04 10:55:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description The login page on the ZyXEL SBG-3300 Security Gateway with firmware 1.00(AADY.4)C0 and earlier allows remote attackers to cause a denial of service (persistent web-interface outage) via JavaScript code within unspecified "welcome message" form data that is improperly handled during use for the loginMsg variable's value, a different vulnerability than CVE-2014-7277.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zyxel Sbg3300-n - All All All

Hardware Zyxel Sbg3300-n - All All All

Operating System Zyxel Sbg3300-n Firmware All All All All

Operating System Zyxel Sbg3300-n Firmware All All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Full Disclosure: CVE-2014-7278 DoS in ZyXEL SBG-3300 Security Gateway FULLDISC seclists.org

ZyXEL SBG-3300 Security Gateway Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com Exploit

20141003 CVE-2014-7278 DoS in ZyXEL SBG-3300 Security Gateway BUGTRAQ archives.neohapsis.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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