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Summary

CVE CVE-2014-7287

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-01 02:59:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description The key-management component in Symantec PGP Universal Server and Encryption Management Server before 3.3.2 MP7 allows remote attackers to trigger unintended content in outbound e-mail messages via a crafted key UID value in an inbound e-mail message, as demonstrated by the outbound Subject header.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Encryption Management Server All mp6 All All

Application Symantec Pgp Universal Server All mp6 All All

References

Reference

Symantec Encryption Management Server CVE-2014-7287 Email Header Injection Vulnerability

IBM X-Force Exchange

Symantec Encryption Management Server Lets Local Users Gain Elevated Privileges and Remote Users Inject Email Headers - SecurityTracker

Security Advisories Relating to Symantec Products - Symantec Encryption Management Server Database Backup Command Line Injection and Email Header Injection - 2015-01-29T04:00:00 PST 

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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