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AVAACMAUNCRILPIAP Certain versions of Headlines News India from Headlines News India
’ Project contain the following vulnerability:

The Headlines news India (aka
com.dreamstep.wHEADLINESNEWSINDIA) application
0.21.13219.95110 for Android does not verify X.509 certificates from
SSL servers, which allows man-in-the-middle attackers to spoof
servers and obtain sensitive information via a crafted certificate.

CVE-2014-7538 has been assigned by # cert@cert.org to track the vulnerability

CVSS2 Score: 5.4- MEDIUM
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https://cve.report/CVE-2014-7538/cve_org
https://cve.report/CVE-2014-7538.pdf
http://cve.report/software/headlines_news_india_project/headlines_news_india
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http://www.kb.cert.org/vuls/id/582497
https://docs.google.com/spreadsheets/d/1t5GXwjw82SyunALVJb2w0zi3FoLRIkfGPc7AMjRF0r4/edit?usp=sharing
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Notes [texthimi
Database Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update  Edition Language
Application Headlines News India Project Headlines News India 0.21.13219.95110 All All All
Application Headlines News India Project Headlines News India 0.21.13219.95110 All All All

cpe:2.3:a:headlines_news_india_project:headlines_news_india:0.21.13219.95110:*:*:*:*:android:*:*:

cpe:2.3:a:headlines_news_india_project:headlines_news_india:0.21.13219.95110:*:*:*:*:android:*:*:

No vendor comments have been submitted for this CVE
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