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CVE-2014-7829
PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2014-11-18 23:59:00 UTC

2019-08-08 15:43:00 UTC

Directory traversal vulnerability in actionpack/lib/action_dispatch/middleware/static.rb in Action Pack in Ruby on Rails 3.x be
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Application Rubyonrails Rails 4.1.2 rc3 All All
Application Rubyonrails Rails 41.3 All All All
Application Rubyonrails Rails 4.1.4 All All All
Application Rubyonrails Rails 415 All All All
Application Rubyonrails Rails 4.1.6 All All All
Application Rubyonrails Rails 4.1.6 rci All All
Application Rubyonrails Rails 417 All All All
Application Rubyonrails Rails 4.2.0 beta1 All All
Application Rubyonrails Rails 4.2.0 beta2 All All
Application Rubyonrails Rails 4.2.0 beta3 All All
Application Rubyonrails Ruby On Rails 3.0.4 All All All
Application Rubyonrails Ruby On Rails 3.2.19 All All All
Application Rubyonrails Ruby On Rails 3.2.20 All All All
Application Rubyonrails Ruby On Rails 4.0.11 All All All
Application Rubyonrails Ruby On Rails 3.04 All All All
Application Rubyonrails Ruby On Rails 3.2.19 All All All
Application Rubyonrails Ruby On Rails 3.2.20 All All All
Application Rubyonrails Ruby On Rails 4.0.11 All All All
Reference Source Link

[rubyonrails-security] 20141117 [CVE-2014-7829] Arbitrary file existence disclosure in Action Pack MLIST groups.google.com

openSUSE-SU-2014:1515-1: moderate: Security update for rubygem-actionpac SUSE lists.opensuse.org
Ruby on Rails Action Pack Comp CVE-2014-7829 Incomplete Fix Information Disclosure Vulnerability ~BID www.securityfocus.com
CVE-2014-7818 and CVE-2014-7829 | Puppet CONFIRM  puppet.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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http://lists.opensuse.org/opensuse-updates/2014-11/msg00112.html
http://www.securityfocus.com/bid/71183
https://puppet.com/security/cve/cve-2014-7829
https://www.cve.org/CVERecord?id=CVE-2014-7829
https://nvd.nist.gov/vuln/detail/CVE-2014-7829
https://cve.report/

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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