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Race condition in arch/x86/kvm/x86.c in the Linux kernel before 3.17.4 allows guest OS users to cause a denial of service (
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kernel/git/torvalds/linux.git - Linux kernel source tree

Red Hat Customer Portal

www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.17.4

Linux Kernel KVM CVE-2014-7842 Local Denial of Service Vulnerability
Security Advisory SA62326 - Ubuntu update for kernel - Secunia

Oracle Linux Bulletin - April 2016

[security-announce] SUSE-SU-2015:0736-1: important: Security update for
oss-security - CVE-2014-7842 Linux kernel: kvm: reporting emulation failures to userspace
[security-announce] openSUSE-SU-2015:0566-1: important: kernel update fo
Oracle Linux Bulletin - October 2015

kernel/git/torvalds/linux.git - Linux kernel source tree

Security Advisory SA62305 - Ubuntu update for kernel - Secunia
[security-announce] SUSE-SU-2015:0481-1: important: Security update for
Oracle Linux Bulletin - January 2016

Security Advisory SA62336 - Ubuntu update for kernel - Secunia
[security-announce] SUSE-SU-2015:0652-1: important: Security update for
CVE Program record

NVD vulnerability detail

/]

Bug 1163762 — CVE-2010-5313 CVE-2014-7842 kernel: kvm: reporting emulation failures to userspace

KVM: x86: Don't report guest userspace emulation error to userspace - torvalds/linux@a2b9eéc - GitHub

Source

MISC

CONFIRM

REDHAT

CONFIRM

CONFIRM

BID

SECUNIA

CONFIRM

SUSE

MLIST

SUSE

CONFIRM

CONFIRM

SECUNIA

SUSE

CONFIRM

SECUNIA

SUSE

CVE.ORG

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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