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Summary

CVE CVE-2014-7853

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-13 15:59:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description The JBoss Application Server (WildFly) JacORB subsystem in Red Hat JBoss Enterprise Application Platform (EAP) before 6.3.3 does not properly assign socket-binding-ref sensitivity classification to the security-domain attribute, which allows remote authenticated users to obtain sensitive information by leveraging access to the security-domain attribute.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Enterprise Application Platform All All All All

Application Redhat Jboss Operations Network 3.3.1 All All All

Application Redhat Jboss Operations Network 3.3.1 All All All

References

Reference

Red Hat Customer Portal

Red Hat Customer Portal

IBM X-Force Exchange

Red Hat Customer Portal

Red Hat JBoss Enterprise Application Platform Bugs Let Remote Users Obtain Potentially Sensitive Information and Remote Authenticated Users Bypass Security Controls - SecurityTracker

Red Hat Customer Portal

RHSA-2015:0920

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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