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CVE CVE-2014-7899
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-19 11:59:00 UTC
Updated 2023-11-07 02:21:00 UTC
Description Google Chrome before 38.0.2125.101 allows remote attackers to spoof the address bar by placing a blob: substring at the |

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome All All All All
Reference

Security Advisory SA60194 - Red Hat update for chromium-browser - Secunia

[chrome] Revision 279232

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Information - Security Tracker

Chrome Releases: Stable Channel Update

Google Chrome CVE-2014-7899 Unspecified Address Bar Spoofing Vulnerability

IBM X-Force Exchange

Red Hat Customer Portal

Issue 389734 - chromium - Security: You can spoof any domain in the URL bar - An open-source project to help move the web forward. - Goo:
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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