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CVE CVE-2014-7906
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-19 11:59:00 UTC
Updated 2023-11-07 02:21:00 UTC
Description Use-after-free vulnerability in the Pepper plugins in Google Chrome before 39.0.2171.65 allows remote attackers to cause ¢
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

Reference Source Link
Security Advisory SA60194 - Red Hat update for chromium-browser - Secunia secunia.col
3a2cf7d1376ae33054b878232fb38b8fbed29e31 - chromium/src - Git at Google chromium.¢
IBM X-Force Exchange exchange.»
Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Information - Security Tracker www.secur
Chrome Releases: Stable Channel Update CONFIRM  googlechro
Google Chrome CVE-2014-7906 Use After Free Remote Code Execution Vulnerability BID www.secur
Sign in - Google Accounts CONFIRM  code.goog|
Red Hat Customer Portal REDHAT  rhn.redhat.
CVE Program record CVE.ORG www.cve.ol
NVD vulnerability detail NVD nvd.nist.go'
a S

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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