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Summary

CVE CVE-2014-7907

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-19 11:59:00 UTC

Updated 2023-11-07 02:21:00 UTC

Description Multiple use-after-free vulnerabilities in modules/screen_orientation/ScreenOrientationController.cpp in Blink, as used in Google Chrome before 39.0.2171.65, allow remote attackers to cause a denial of service or possibly have unspecified other impact via vectors that trigger improper handling of a detached frame, related to the (1) lock and (2) unlock methods.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference Source Link

Security Advisory SA60194 - Red Hat update for chromium-browser - Secunia secunia.com

IBM X-Force Exchange exchange.xforce.ibmcloud.com

Security Advisory SA62608 - Ubuntu update for oxide-qt - Secunia SECUNIA secunia.com

Sign in - Google Accounts CONFIRM code.google.com

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Information - SecurityTracker www.securitytracker.com

Chrome Releases: Stable Channel Update CONFIRM googlechromereleases.blogspot.com

Google Chrome CVE-2014-7907 Use After Free Remote Code Execution Vulnerability BID www.securityfocus.com

[blink] Revision 184185 CONFIRM src.chromium.org

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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