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Summary

CVE CVE-2014-7910

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-19 11:59:00 UTC

Updated 2023-11-07 02:21:00 UTC

Description Multiple unspecified vulnerabilities in Google Chrome before 39.0.2171.65 allow attackers to cause a denial of service or possibly have other impact via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference

Issue 433500 - chromium - Tracking Bug for internal security fixes: Chrome M39, Release 0 - An open-source project to help move the web forward. - Google Project Hosting

Security Advisory SA60194 - Red Hat update for chromium-browser - Secunia

411159 - chromium - An open-source project to help move the web forward. - Monorail

Security Advisory SA62608 - Ubuntu update for oxide-qt - Secunia

Issue 417210 - chromium - ThreadSanitizer v2 reports a heap-use-after-free in _get_bitmap_surface - An open-source project to help move the web forward. - Google Project Hosting

Issue 409454 - chromium - Fetch event shouldn't fire for preflight requests - An open-source project to help move the web forward. - Google Project Hosting

Issue 424999 - chromium - Use-of-uninitialized-value in aura::Window::GetNativeWindowProperty - An open-source project to help move the web forward. - Google Project Hosting

Issue 423891 - chromium - Bad-cast to blink::PODRedBlackTree<blink::PODInterval<int, blink::FloatingObject *> >::Node from invalid vptr;PODIntervalTree.h:175:33 - 

Sign in - Google Accounts

Issue 421981 - chromium - Use-of-uninitialized-value in v8::internal::Factory::NewNumber - An open-source project to help move the web forward. - Google Project Hosting

415407 - chromium - An open-source project to help move the web forward. - Monorail

425151 - chromium - An open-source project to help move the web forward. - Monorail

Issue 424215 - chromium - Heap-buffer-overflow in WebRtcIsacfix_Decode - An open-source project to help move the web forward. - Google Project Hosting
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Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Information - SecurityTracker

Issue 413743 - chromium - Heap-use-after-free in void cc::PreCalculateMetaInformation<cc::LayerImpl> - An open-source project to help move the web forward. - Google Project Hosting

Chrome Releases: Stable Channel Update

IBM X-Force Exchange

Issue 337071 - chromium - UNKNOWN in NetworkASync::QueueDeletion - An open-source project to help move the web forward. - Google Project Hosting

Issue 422482 - chromium - Use-of-uninitialized-value in AvatarMenuBubbleView::LinkClicked - An open-source project to help move the web forward. - Google Project Hosting

Issue 411162 - chromium - Use-of-uninitialized-value in webrtc::AudioDecoder::ConvertSpeechType - An open-source project to help move the web forward. - Google Project Hosting

Issue 421720 - chromium - Crash in RenderBlock::willBeDestroyed when removing from a map and destroying a continuation that has been already destroyed - 

Issue 421090 - chromium - Security: NaCl sandbox escape via DRAM "rowhammer" memory corruption - An open-source project to help move the web forward. - Google Project Hosting

Issue 421504 - chromium - Heap-use-after-free in blink::XMLHttpRequest::handleRequestError - An open-source project to help move the web forward. - Google Project Hosting

Issue 408426 - chromium - Security: Page can run arbitrary code in the context of a UserGestureIndicator - An open-source project to help move the web forward. - Google Project Hosting

Issue 417329 - chromium - Security: code execution via bash environment variables - An open-source project to help move the web forward. - Google Project Hosting

Google Chrome CVE-2014-7910 Multiple Security Vulnerabilities

Issue 414134 - chromium - Use-of-uninitialized-value in cricket::WebRtcVoiceMediaChannel::SetupSharedBweOnChannel - An open-source project to help move the web forward. - Google Project Hosting

Issue 411165 - chromium - Use-of-uninitialized-value in std::__1::pair<std::__1::pair<WTF::StringImpl**, bool>, unsigned int> WTF:: - An open-source project to help move the web forward. - Google Project Hosting

Issue 340387 - chromium - Security: Unquoted path in mini_installer can lead to executing the wrong executable - An open-source project to help move the web forward. - Google Project Hosting

Issue 397396 - chromium - Investigate lifetime of the NativeWindow parent in ExtensionUninstallDialog - An open-source project to help move the web forward. - Google Project Hosting

Sign in - Google Accounts

OpenVPN 2.2.29 - ShellShock Exploit

Issue 409508 - chromium - Heap-use-after-free in blink::PODIntervalTree<int,blink::FloatingObject - An open-source project to help move the web forward. - Google Project Hosting

Issue 421321 - chromium - Security: Use-after-free in blink::PageAnimator::serviceScriptedAnimations - An open-source project to help move the web forward. - Google Project Hosting

Issue 389451 - chromium - Security: SDCH dictionary URL check can be bypassed - An open-source project to help move the web forward. - Google Project Hosting

Issue 413744 - chromium - Heap-use-after-free in JavaObjectWeakGlobalRef::Assign - An open-source project to help move the web forward. - Google Project Hosting

Red Hat Customer Portal

Issue 425152 - chromium - Heap-buffer-overflow in opj_stream_read_data - An open-source project to help move the web forward. - Google Project Hosting

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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