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CVE CVE-2014-7912
State PUBLISHED
Assigner Chrome

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-30 00:59:00 UTC
Updated 2026-05-06 22:30:45 UTC

Description The get_option function in dhcp.c in dhcped before 6.2.0, as used in dhcped 5.x in Android before 5.1 and other products, d

/ ]

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dhcpced Project Dhcped All All All All


https://cve.report/
https://cve.report/CVE-2014-7912/mitre
https://cve.report/CVE-2014-7912/nist
https://cve.report/CVE-2014-7912/cve_org
https://cve.report/api/cve/CVE-2014-7912.json
https://cve.report/CVE-2014-7912.pdf
http://cve.report/vendor/dhcpcd_project
http://cve.report/software/dhcpcd_project/dhcpcd

Operating System Google Android All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
73c09dd8067250734511d955d8f792b41¢7213f0 - platform/external/dhcped - Git at Google af854a3a-2127-422b-91ae-364da2t
Zero Day Initiative af854a3a-2127-422b-91ae-364da2t

Google Android Buffer Overflows in DHCP Let Remote Users Execute Arbitrary Code - SecurityTracker —af854a3a-2127-422b-91ae-364da2t
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://android.googlesource.com/platform/external/dhcpcd/+/73c09dd8067250734511d955d8f792b41c7213f0
http://www.zerodayinitiative.com/advisories/ZDI-15-093/
http://www.securitytracker.com/id/1033124
https://www.cve.org/CVERecord?id=CVE-2014-7912
https://nvd.nist.gov/vuln/detail/CVE-2014-7912
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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