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CVE CVE-2014-7931
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2015-01-22 22:59:00 UTC
Updated 2023-11-07 02:21:00 UTC
Description factory.cc in Google V8, as used in Google Chrome before 40.0.2214.91, allows remote attackers to cause a denial of servi
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Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Edition

Vendor Product Version Update

Type

Application Google Chrome All All All

Language

All

References

Reference

Google Chrome 40.0.2214.91 Multiple Security Vulnerabilities

USN-2476-1: Oxide vulnerabilities | Ubuntu

Chrome Releases: Stable Channel Update

About Secunia Research | Flexera

Sign in - Google Accounts

Security Advisory SA62383 - Google Chrome Multiple Vulnerabilities - Secunia

Issue 813023002: Make sure backing store pointer in handles get cleared after use in factory. - Code Review
Gentoo Linux Documentation -- Chromium: Multiple vulnerabilities

Security Advisory SA62575 - Ubuntu update for oxide-gt - Secunia

Red Hat Customer Portal

[security-announce] openSUSE-SU-2015:0441-1: important: Security update

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code and Deny Service - SecurityTracker

CVE Program record

Source

CONFIRM

CONFIRM

GENTOO

SUSE

SECTRACK

CVE.ORG

Link
www.securityfc
www.ubuntu.c
googlechrome
secunia.com
code.google.ct
secunia.com
codereview.ch
security.gentor
secunia.com
rhn.redhat.con
lists.opensuse
www.securitytt
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https://cve.report/
https://cve.report/CVE-2014-7931/mitre
https://cve.report/CVE-2014-7931/nist
https://cve.report/CVE-2014-7931/cve_org
https://cve.report/api/cve/CVE-2014-7931.json
https://cve.report/CVE-2014-7931.pdf
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://www.securityfocus.com/bid/72288
http://www.ubuntu.com/usn/USN-2476-1
http://googlechromereleases.blogspot.com/2015/01/stable-update.html
http://secunia.com/advisories/62665
https://code.google.com/p/chromium/issues/detail?id=442710
http://secunia.com/advisories/62383
https://codereview.chromium.org/813023002
http://security.gentoo.org/glsa/glsa-201502-13.xml
http://secunia.com/advisories/62575
http://rhn.redhat.com/errata/RHSA-2015-0093.html
http://lists.opensuse.org/opensuse-security-announce/2015-03/msg00005.html
http://www.securitytracker.com/id/1031623
https://www.cve.org/CVERecord?id=CVE-2014-7931
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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