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Summary

CVE CVE-2014-7947

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-22 22:59:00 UTC

Updated 2023-11-07 02:22:00 UTC

Description OpenJPEG before r2944, as used in PDFium in Google Chrome before 40.0.2214.91, allows remote attackers to cause a denial of service (out-of-bounds read) via a crafted PDF document, related to j2k.c, jp2.c, pi.c, t1.c, t2.c, and tcd.c.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference Source Link

Google Chrome 40.0.2214.91 Multiple Security Vulnerabilities www.securityfocus.com

Chrome Releases: Stable Channel Update CONFIRM googlechromereleases.blogspot.com

About Secunia Research | Flexera secunia.com

Security Advisory SA62383 - Google Chrome Multiple Vulnerabilities - Secunia secunia.com

Sign in - Google Accounts CONFIRM code.google.com

66d6538c0a97cff550cafdfeaebe8a3f0efbad89 - pdfium - Git at Google CONFIRM pdfium.googlesource.com

Gentoo Linux Documentation -- Chromium: Multiple vulnerabilities GENTOO security.gentoo.org

Red Hat Customer Portal rhn.redhat.com

[security-announce] openSUSE-SU-2015:0441-1: important: Security update SUSE lists.opensuse.org

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code and Deny Service - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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http://security.gentoo.org/glsa/glsa-201502-13.xml
http://rhn.redhat.com/errata/RHSA-2015-0093.html
http://lists.opensuse.org/opensuse-security-announce/2015-03/msg00005.html
http://www.securitytracker.com/id/1031623
https://www.cve.org/CVERecord?id=CVE-2014-7947
https://nvd.nist.gov/vuln/detail/CVE-2014-7947


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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