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Summary

CVE CVE-2014-7953

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-07 17:29:00 UTC

Updated 2023-11-07 02:22:00 UTC

Description Race condition in the bindBackupAgent method in the ActivityManagerService in Android 4.4.4 allows local users with adb shell access to execute arbitrary code or any valid package as system by running "pm install" with the target apk, and simultaneously running a crafted script to process logcat's output looking for a dexopt line, which once found should execute bindBackupAgent with the uid member of the ApplicationInfo parameter set to 1000.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android 4.4.4 All All All

Operating System Google Android 4.4.4 All All All

References

Reference Source Link Tags

Full Disclosure: CVE-2014-7953 Android backup agent code execution FULLDISC seclists.org Mailing List, Third Party Advisory

Google Android 'bindBackupAgent()' Function Remote Code Execution Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

SecurityFocus BUGTRAQ www.securityfocus.com

Diff - a8f6d1b^! - platform/frameworks/base - Git at Google android.googlesource.com

Diff - a8f6d1b^! - platform/frameworks/base - Git at Google CONFIRM android.googlesource.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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