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CVE CVE-2014-7960
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-17 15:55:00 UTC
Updated 2017-09-08 01:29:00 UTC
Description OpenStack Object Storage (Swift) before 2.2.0 allows remote authenticated users to bypass the max_meta_count and othe
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Swift All All All All

Reference Source Link

Red Hat Customer Portal REDHAT  rhn.redhat.c
Oracle Bulletin Board Update - January 2015 CONFIRM  www.oracle
OpenStack Swift CVE-2014-7960 Multiple Security Bypass Vulnerabilities BID www.securi
Red Hat Customer Portal REDHAT  rhn.redhat.c
oss-security - Re: CVE request for vulnerability in OpenStack Swift MLIST WWW.0penw
USN-2704-1: Swift vulnerabilities | Ubuntu UBUNTU  www.ubunti
[security-announce] SUSE-SU-2015:1846-1: important: Security update for SUSE lists.opensu
IBM X-Force Exchange XF exchange.x
Red Hat Customer Portal REDHAT  rhn.redhat.c
Bug #1365350 “[OSSA 2014-034] Metadata constraints defined in op...” : Bugs : OpenStack Object Storage (swift)y CONFIRM  bugs.launct
oss-security - CVE request for vulnerability in OpenStack Swift MLIST WWW.openw
CVE Program record CVE.ORG www.cve.or
NVD vulnerability detail NVD nvd.nist.gov



https://cve.report/
https://cve.report/CVE-2014-7960/mitre
https://cve.report/CVE-2014-7960/nist
https://cve.report/CVE-2014-7960/cve_org
https://cve.report/api/cve/CVE-2014-7960.json
https://cve.report/CVE-2014-7960.pdf
http://cve.report/vendor/openstack
http://cve.report/software/openstack/swift
http://rhn.redhat.com/errata/RHSA-2015-1495.html
http://www.oracle.com/technetwork/topics/security/bulletinjan2015-2370101.html
http://www.securityfocus.com/bid/70279
http://rhn.redhat.com/errata/RHSA-2015-0835.html
http://www.openwall.com/lists/oss-security/2014/10/08/7
http://www.ubuntu.com/usn/USN-2704-1
http://lists.opensuse.org/opensuse-security-announce/2015-10/msg00025.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/96901
http://rhn.redhat.com/errata/RHSA-2015-0836.html
https://bugs.launchpad.net/swift/+bug/1365350
http://www.openwall.com/lists/oss-security/2014/10/07/39
https://www.cve.org/CVERecord?id=CVE-2014-7960
https://nvd.nist.gov/vuln/detail/CVE-2014-7960
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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