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The DHCP implementation in Cisco I0S on Aironet access points does not properly handle error conditions with short lease
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)
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Hardware
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Vendor Product Version Update Edition Language
Cisco Aironet 1040 - All All All
Cisco Aironet 1040 - All All All
Cisco Aironet 1140 - All All All
Cisco Aironet 1140 - All All All
Cisco Aironet 1260 - All All All
Cisco Aironet 1260 - All All All
Cisco Aironet 3500 - All All All
Cisco Aironet 3500 - All All All
Cisco Aironet 3600 - All All All
Cisco Aironet 3600 - All All All
Cisco Aironet 3600e - All All All
Cisco Aironet 3600e - All All All
Cisco Aironet 3600i - All All All
Cisco Aironet 3600i - All All All
Cisco Aironet 3600p - All All All
Cisco Aironet 3600p - All All All
Cisco Aironet 600 Office Extend - All All All
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CVE Program record CVE.ORG Www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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