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Summary

CVE CVE-2014-8025

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-23 02:59:00 UTC

Updated 2017-01-03 02:59:00 UTC

Description The API in the Guest Server in Cisco Jabber, when HTML5 is used, allows remote attackers to obtain sensitive information by sniffing the network during an HTTP (1) GET or (2) POST response, aka Bug ID CSCus19801.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Jabber Guest All All All All

Application Cisco Jabber Guest All All All All

References

Reference Source Link

20150106 Cisco Jabber Guest Server HTML5 Response Disclosure CISCO tools.cisco.com

20141222 Cisco Jabber Guest Server HTML5 Response Disclosure CISCO tools.cisco.com

Cisco Jabber Guest Server Bugs Permit Cross-Site Scripting and Information Disclosure Attacks - SecurityTracker SECTRACK www.securitytracker.com

Cisco Jabber Guest CVE-2014-8025 Multiple Information Disclosure Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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