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CVE CVE-2014-8034
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-15 22:59:00 UTC
Updated 2017-09-08 01:29:00 UTC
Description Cisco WebEx Meetings Server 1.5 presents the same CAPTCHA challenge for each login attempt, which makes it easier fc
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Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Webex Meetings Server 1.5 All All All
Application Cisco Webex Meetings Server 1.5 All All All
Reference

tools.cisco.com/security/center/viewAlert.x

IBM X-Force Exchange

20150109 Cisco WebEx Meetings Server User Enumeration Vulnerability

Cisco WebEx Meetings Server CVE-2014-8034 User Enumeration Vulnerability

Cisco WebEx Meetings Server Login Page CAPTCHA Refresh Bug Lets Remote Users Determine Valid Users Account Names - SecurityTrac
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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