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CVE CVE-2014-8086
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2014-10-13 10:55:00 UTC
Updated 2020-08-14 18:16:00 UTC
Description Race condition in the ext4_file_write_iter function in fs/ext4/file.c in the Linux kernel through 3.17 allows local users to caus

1|

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Suse Suse Linux Enterprise Server 11 sp2 All All
Operating System Suse Suse Linux Enterprise Server 11 sp2 All All

References |
Reference Source Link Tags
Red Hat Customer Portal REDHAT  rhn.redhat.com Third Party
Linux Kernel 'ext4/file.c' Local Denial of Service Vulnerability BID www.securityfocus.com Third Party
Bug 1151353 — CVE-2014-8086 Kernel: fs: ext4 race condition CONFIRM  bugzilla.redhat.com Issue Tracl
[security-announce] SUSE-SU-2015:1478-1: important: Security update for SUSE lists.opensuse.org Mailing List
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com  Third Party
[PATCH] ext4: fix race between write and fentl(F_SETFL) (Linux Ext4) MLIST www.spinics.net Exploit, Ma
LKML: Dmitry Monakhov: Re: ext4: kernel BUG at fs/ext4/inode.c:2959! MLIST Ikml.org Exploit, Ma
Red Hat Customer Portal REDHAT  rhn.redhat.com Third Party
LKML: MLIST Ikml.org Exploit, Ma
[PATCH] add aio/dio regression test race between write and fcntl V2 (Linux Ext4)  MLIST www.spinics.net Mailing Lisi
oss-security - CVE-2014-8086 - Linux kernel ext4 race condition MLIST www.openwall.com Mailing List
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, .
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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