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CVE CVE-2014-8088
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-10-22 14:55:00 UTC
Updated 2017-11-04 01:29:00 UTC

Description The (1) Zend_Ldap class in Zend before 1.12.9 and (2) Zend\Ldap component in Zend 2.x before 2.2.8 and 2.3.x before 2.
i

/ |

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zend Zend Framework 1.12.0 All All All
Application Zend Zend Framework 1.12.0 rci All All
Application Zend Zend Framework 1.12.0 rc2 All All
Application Zend Zend Framework 1.12.0 rc3 All All
Application Zend Zend Framework 1.12.0 rc4 All All
Application Zend Zend Framework 1.121 All All All
Application Zend Zend Framework 1.12.2 All All All
Application Zend Zend Framework 1.12.3 All All All
Application Zend Zend Framework 1.12.5 All All All
Application Zend Zend Framework 2.0.0 All All All
Application Zend Zend Framework 2.01 All All All
Application Zend Zend Framework 222 All All All
Application Zend Zend Framework 2.2.3 All All All
Application Zend Zend Framework 224 All All All
Application Zend Zend Framework 225 All All All
Application Zend Zend Framework 2.2.6 All All All
Application Zend Zend Framework 227 All All All
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Application Zend Zend Framework 2.3.0 All All All
Application Zend Zend Framework 2.3.1 All All All
Application Zend Zend Framework 2.3.2 All All All
Application Zend Zend Framework 1.12.0 All All All
Application Zend Zend Framework 1.12.0 rci All All
Application Zend Zend Framework 1.12.0 rc2 All All
Application Zend Zend Framework 1.12.0 rc3 All All
Application Zend Zend Framework 1.12.0 rc4 All All
Application Zend Zend Framework 1.12.1 All All All
Application Zend Zend Framework 1.12.2 All All All
Application Zend Zend Framework 1.12.3 All All All
Application Zend Zend Framework 1.12.5 All All All
Application Zend Zend Framework 2.0.0 All All All
Application Zend Zend Framework 2.01 All All All
Application Zend Zend Framework 222 All All All
Application Zend Zend Framework 2.2.3 All All All
Application Zend Zend Framework 224 All All All
Application Zend Zend Framework 2.2.5 All All All
Application Zend Zend Framework 2.2.6 All All All
Application Zend Zend Framework 2.2.7 All All All
Application Zend Zend Framework 2.3.0 All All All
Application Zend Zend Framework 2.3.1 All All All
Application Zend Zend Framework 232 All All All
Application Zend Zend Framework All All All All
Reference Source Link Tags
Debian -- Security Information -- DSA-3265-1 zendframework DEBIAN www.debian.org

Oracle Bulletin Board Update - January 2015 CONFIRM  www.oracle.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Zend Framework CVE-2014-8088 Authentication Bypass Vulnerability BID www.securityfocus.com

oss-security - Re: CVE request: Zend Framework ZF2014-05 and ZF2014-06  MLIST www.openwall.com
[SECURITY] Fedora 20 Update: php-ZendFramework-1.12.9-1.fc20 FEDORA lists.fedoraproject.org
[SECURITY] Fedora 19 Update: php-ZendFramework-1.12.9-1.fc19 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical



http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://www.debian.org/security/2015/dsa-3265
http://www.oracle.com/technetwork/topics/security/bulletinjan2015-2370101.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/97038
http://www.securityfocus.com/bid/70378
http://www.openwall.com/lists/oss-security/2014/10/10/5
http://lists.fedoraproject.org/pipermail/package-announce/2014-October/141106.html
http://lists.fedoraproject.org/pipermail/package-announce/2014-October/141070.html
https://www.cve.org/CVERecord?id=CVE-2014-8088

NVD vulnerability detall NVD nva.nist.gov canonical, ana

Kl |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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