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CVE CVE-2014-8104
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-03 18:59:00 UTC
Updated 2020-05-12 14:21:00 UTC
Description OpenVPN 2.x before 2.0.11, 2.1.x, 2.2.x before 2.2.3, and 2.3.x before 2.3.6 allows remote authenticated users to cause a

/ |

1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Mageia Mageia 4.0 All All All
Operating System Mageia Mageia 4.0 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
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Application Openvpn Openvpn 234 All All All

Application Openvpn Openvpn 2.3.5 All All All

Application Openvpn Openvpn Access Server 2.0.0 All All All

Application Openvpn Openvpn Access Server 2.0.1 All All All

Application Openvpn Openvpn Access Server 2.0.10 All All All

Application Openvpn Openvpn Access Server 2.0.2 All All All

Application Openvpn Openvpn Access Server 2.0.3 All All All

Application Openvpn Openvpn Access Server 2.0.5 All All All

Application Openvpn Openvpn Access Server 2.0.6 All All All

Application Openvpn Openvpn Access Server 2.0.7 All All All

Application Openvpn Openvpn Access Server 2.0.8 All All All

Application Openvpn Openvpn Access Server 2.0.0 All All All

Application Openvpn Openvpn Access Server 2.0.1 All All All

Application Openvpn Openvpn Access Server 2.0.10 All All All

Application Openvpn Openvpn Access Server 2.0.2 All All All

Application Openvpn Openvpn Access Server 2.0.3 All All All

Application Openvpn Openvpn Access Server 2.0.5 All All All

Application Openvpn Openvpn Access Server 2.0.6 All All All

Application Openvpn Openvpn Access Server 2.0.7 All All All

Application Openvpn Openvpn Access Server 2.0.8 All All All

Reference Source Link Tags

Mageia Advisory: MGASA-2014-0512 - Updated openvpn package fixes CVE-2014-8104 CONFIRM  advisories.mageia.org Third Pa

USN-2430-1: OpenVPN vulnerability | Ubuntu UBUNTU www.ubuntu.com Third Pa

[security-announce] openSUSE-SU-2014:1594-1: important: Security update SUSE lists.opensuse.org Third Pa

SecurityAnnouncement-97597e732b — OpenVPN Community CONFIRM  community.openvpn.net  Vendor /

Debian -- Security Information -- DSA-3084-1 openvpn DEBIAN www.debian.org Third Pa

Support / Security / Advisories / / MDVSA-2015:139 | Mandriva MANDRIVA  www.mandriva.com Broken L

CVE Program record CVE.ORG  www.cve.org canonicg

NVD vulnerability detail NVD nvd.nist.gov canonice
| i

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590886 Phoenix Contact Innominate mGuard devices Vulnerability (20141217_002)
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