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CVE CVE-2014-8109
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-29 23:59:00 UTC
Updated 2023-02-13 00:42:00 UTC
Description mod_lua.c in the mod_lua module in the Apache HTTP Server 2.3.x and 2.4.x through 2.4.10 does not support an httpd cor

/ ]

1|

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hitp Server 2.3.0 All All All
Application Apache Http Server 2.3.1 All All All
Application Apache Hitp Server 2.3.10 All All All
Application Apache Http Server 2.3.11 All All All
Application Apache Hitp Server 2.3.12 All All All
Application Apache Http Server 2.3.13 All All All
Application Apache Http Server 2.3.14 All All All
Application Apache Http Server 2.3.15 All All All
Application Apache Http Server 2.3.16 All All All
Application Apache Http Server 232 All All All
Application Apache Http Server 2.3.3 All All All
Application Apache Http Server 234 All All All
Application Apache Http Server 2.35 All All All
Application Apache Http Server 2.3.6 All All All
Application Apache Http Server 2.3.7 All All All
Application Apache Http Server 2.3.8 All All All
Application Apache Http Server 2.3.9 All All All
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Application Apache Http Server 249 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Fedoraproject Fedora 21 All All All
Application Oracle Enterprise Manager Ops Center All All All All
Application Oracle Enterprise Manager Ops Center 12.2.0 All All All
Application Oracle Enterprise Manager Ops Center 12.2.1 All All All
Application Oracle Enterprise Manager Ops Center 12.3.0 All All All
Reference Source Link

Apache HTTP Server 'mod_lua.c' Local Access Bypass Vulnerability BID www.securityfocus.com
Pony Mail! MLIST lists.apache.org
About the security content of OS X Server v5.0.3 - Apple Support CONFIRM  support.apple.com
Pony Mail! MLIST lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! MISC lists.apache.org
Pony Mail! MISC lists.apache.org
Bug 1174077 — CVE-2014-8109 httpd: LuaAuthzProvider argument handling issue CONFIRM  bugzilla.redhat.com
Pony Mail! MISC lists.apache.org
Pony Mail! MLIST lists.apache.org
Pony Mail! MISC lists.apache.org
About the security content of OS X Yosemite v10.10.5 and Security Update 2015-006 - Apple Support CONFIRM  support.apple.com
oss-security - CVE Request: "LuaAuthzProvider" in Apache HTTP Server mixes up arguments MLIST www.openwall.com
Pony Mail! MISC lists.apache.org
57204 — LuaAuthzProvider mixes up parsed require arguments when used multiple times CONFIRM issues.apache.org
Pony Mail! MISC lists.apache.org
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Pony Mail!

Pony Mail!

APPLE-SA-2015-09-16-4 OS X Server 5.0.3

Pony Mail!

Pony Mail!

USN-2523-1: Apache HTTP Server vulnerabilities | Ubuntu
Mageia Advisory: MGASA-2015-0011 - Updated apache packages fix CVE-2014-8109
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

APPLE-SA-2015-08-13-2 OS X Yosemite v10.10.5 and Security Update 2015-006
Pony Mail!

Pony Mail!

Pony Mail!

Merge r1642499 from trunk: - apache/httpd@3f1693d - GitHub
Pony Mail!

[SECURITY] Fedora 21 Update: httpd-2.4.12-1.fc21

Pony Mail!

Oracle Critical Patch Update - January 2016

Pony Mail!
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NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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