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Certain versions of Uberfire from Redhat contain the following
vulnerability:

The UberFire Framework 0.3.x does not properly restrict paths, which
allows remote attackers to (1) execute arbitrary code by uploading
crafted content to FileUploadServlet or (2) read arbitrary files via
vectors involving FileDownloadServlet.
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CVE References

Description Tags Link

Red Hat Customer Portal Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:0235

RETIRED: Uberfire CVE-2014-8114 Remote Security
Vulnerability

cve.report (archive)

text/html

 BID 88199

BZ(1169544,1169556, 1169557,1169559,1169560):
improvements on securit… · AppFormer/uberfire@21ec50e ·
GitHub

github.com

text/html

 CONFIRM
github.com/uberfire/uberfire/commit/21ec50eb15

Red Hat Customer Portal Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2015:0234

CVE-2014-8114 has been assigned by  secalert@redhat.com to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2014-8114/mitre
https://cve.report/CVE-2014-8114/nist
https://cve.report/CVE-2014-8114/cve_org
https://cve.report/CVE-2014-8114.pdf
http://cve.report/software/redhat/uberfire
http://cve.report/vendor/redhat
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2014/http://rhn.redhat.com/errata/RHSA-2015-0235.html
http://cve.report/bid/88199
https://github.com/uberfire/uberfire/commit/21ec50eb15
https://web.archive.org/web/2014/http://rhn.redhat.com/errata/RHSA-2015-0234.html


← Previous ID Next ID→

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

994961 Java (Maven) Security Update for org.uberfire:uberfire-parent (GHSA-6h58-c7r7-g2hw)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Uberfire 0.3.0 All All All

Application Redhat Uberfire 0.3.1 All All All

Application Redhat Uberfire 0.3.2 All All All

Application Redhat Uberfire 0.3.3 All All All

Application Redhat Uberfire 0.3.0 All All All

Application Redhat Uberfire 0.3.1 All All All

Application Redhat Uberfire 0.3.2 All All All

Application Redhat Uberfire 0.3.3 All All All

No vendor comments have been submitted for this CVE
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