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/

CVE-2014-8118

MITRE NVD CVE.ORG Print: PDF %5

CVE-2014-8118

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2014-12-16 18:59:00 UTC

2023-02-13 00:42:00 UTC

Integer overflow in RPM 4.12 and earlier allows remote attackers to execute arbitrary code via a crafted CPIO header in the

| 1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Rpm Rpm 1.2 All All All
Rpm Rpm 1.3 All All All
Rpm Rpm 1.3.1 All All All
Rpm Rpm 1.4 All All All
Rpm Rpm 1.4.1 All All All
Rpm Rpm 1.4.2 All All All
Rpm Rpm 1.4.2/a All All All
Rpm Rpm 1.4.2Va All All All
Rpm Rpm 143 All All Al
Rpm Rpm 1.4.4 All All All
Rpm Rpm 145 All All Al
Rpm Rpm 1.4.6 All All All
Rpm Rpm 147 All All Al
Rpm Rpm 2.0 All All All
Rpm Rpm 2.0.1 All All All
Rpm Rpm 2.0.10 All All All
Rpm Rpm 2.0.11 All All All


https://cve.report/
https://cve.report/CVE-2014-8118/mitre
https://cve.report/CVE-2014-8118/nist
https://cve.report/CVE-2014-8118/cve_org
https://cve.report/CVE-2014-8118.pdf
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm

Rpm

Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm

Rpm

2.0.2

2.0.3

2.04

2.0.5

2.0.6

2.0.7

2.0.8

2.0.9

21

2.2

221

2.2.10

2.2.11

222

223

2.2.3.10

2.2.3.11

224

225

2.2.6

227

2.2.8

2.2.9

2.3

2.3.1

232

2.3.3

234

2.3.5

2.3.6

2.3.7

238

2.3.9

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm

Rpm

Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm

Rpm

2441

2.4.11

2412

242

24.3

2.4.4

2.4.5

2.4.6

2.4.8

249

25

251

25.2

253

254

255

2.5.6

2.6.7

3.0

3.0.1

3.0.2

3.0.3

3.0.4

3.0.5

3.0.6

4.0.

4.01

4.0.2

4.0.3

4.0.4

41

4.10.0

4.10.1

4.10.2

433

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm

Rpm

Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm

Rpm

4.4.2.1

4422

4423

4.5.90

4.6.0

4.6.0

4.6.0

4.6.0

4.6.0

4.6.1

4.7.0

4.71

4.7.2

4.8.0

4.8.1

4.9.0

4.9.0

4.9.0

4.9.0

4.91

4.9.1.1

491.2

1.2

1.3

1.3.1

1.4

1.41

1.4.2

1.4.2Va

1.4.3

1.4.4

1.4.5

1.4.6

1.4.7

2.0

2.0.1

All
All
All
All
All
rci
rc2
rc3
rcd
All
All
All
All
All
All
All
alpha
betal
rcl
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm

Rpm

Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm

Rpm

2.0.10

2.0.11

2.0.2

2.0.3

2.04

2.0.5

2.0.6

2.0.7

2.0.8

2.0.9

21

2.2

221

2.2.10

2.2.11

222

223

2.2.3.10

2.2.3.11

224

225

2.2.6

2.2.7

2.2.8

2.2.9

2.3

2.3.1

232

2.3.3

234

2.3.5

2.3.6

2.3.7

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Aol

Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm

Rpm

Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm
Rpm

Rpm

2.3.8

2.3.9

2441

2.4.11

2412

242

2.4.3

244

2.4.5

2.4.6

2.4.8

249

25

251

25.2

253

254

255

25.6

2.6.7

3.0

3.0.1

3.0.2

3.0.3

3.0.4

3.0.5

3.0.6

4.0.

4.0.1

4.0.2

4.0.3

4.0.4

41

4.10.0

4.10.1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/software/rpm/rpm

Applicaton Kpm HKpm 4.10.2 Al All Al
Application Rpm Rpm 4.3.3 All All All
Application Rpm Rpm 4421 All All All
Application Rpm Rpm 4422 All All All
Application Rpm Rpm 4423 All All All
Application Rpm Rpm 4.5.90 All All All
Application Rpm Rpm 46.0 All All All
Application Rpm Rpm 4.6.0 rcl All All
Application Rpm Rpm 4.6.0 rc2 All All
Application Rpm Rpm 4.6.0 rc3 All All
Application Rpm Rpm 4.6.0 rcd All All
Application Rpm Rpm 4.6.1 All All All
Application Rpm Rpm 4.7.0 All All All
Application Rpm Rpm 4.71 All All All
Application Rpm Rpm 4.7.2 All All All
Application Rpm Rpm 4.8.0 All All All
Application Rpm Rpm 4.8.1 All All All
Application Rpm Rpm 4.9.0 All All All
Application Rpm Rpm 4.9.0 alpha All All
Application Rpm Rpm 4.9.0 betal All All
Application Rpm Rpm 4.9.0 rci All All
Application Rpm Rpm 4.91 All All All
Application Rpm Rpm 4.9.1.1 All All All
Application Rpm Rpm 4912 All All All
Application Rpm Rpm All All All All
Reference Source Link Te
access.redhat.com | CVE-2014-8118 MISC access.redhat.com
Red Hat Customer Portal REDHAT rhn.redhat.com
RPM: Multiple vulnerabilities (GLSA 201811-22) — Gentoo security GENTOO security.gentoo.org
Bug 1168715 — CVE-2014-8118 rpm: integer overflow and stack overflow in CPIO header parsing MISC bugzilla.redhat.com
Red Hat Customer Portal MISC access.redhat.com
Support / Security / Advisories / / MDVSA-2015:056 | Mandriva MANDRIVA  www.mandriva.com
Debian -- Security Information -- DSA-3129-1 rpm DEBIAN www.debian.org \
Support / Security / Advisories / / MDVSA-2014:251 | Mandriva MANDRIVA  www.mandriva.com
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Mageia Advisory: MGASA-2014-0529 - Updated rpm packages fix security vulnerabilities CONFIRM  advisories.mageia.org

CVE Program record CVE.ORG  www.cve.org ce

NVD vulnerability detail NVD nvd.nist.gov ce

4] (i

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710222 Gentoo Linux RPM Multiple Vulnerabilities (GLSA 201811-22)
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