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CVE CVE-2014-8119
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-29 22:29:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description The find_ifcfg_path function in netcf before 0.2.7 might allow attackers to cause a denial of service (application crash) via vi

/ |

Risk And Classification

Primary CVSS: v3.0 7.5 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-20 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 75 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:N/A:P
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https://cve.report/
https://cve.report/CVE-2014-8119/mitre
https://cve.report/CVE-2014-8119/nist
https://cve.report/CVE-2014-8119/cve_org
https://cve.report/api/cve/CVE-2014-8119.json
https://cve.report/CVE-2014-8119.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 20 All All All
Operating System Fedoraproject Fedora 21 All All All
Operating System Fedoraproject Fedora 22 All All All
Application Netcf Project Netcf All All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Lir
Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108  rhr
[SECURITY] Fedora 22 Update: netcf-0.2.8-1.fc22 af854a3a-2127-422b-91ae-364da2661108  list
netcf CVE-2014-8119 Remote Denial of Service Vulnerability af854a3a-2127-422b-91ae-364da2661108  wv
[SECURITY] Fedora 20 Update: netcf-0.2.8-1.fc20 af854a3a-2127-422b-91ae-364da2661108  list
[SECURITY] Fedora 21 Update: netcf-0.2.8-1.fc21 af854a3a-2127-422b-91ae-364da2661108  list



http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/netcf_project
http://cve.report/software/netcf_project/netcf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://rhn.redhat.com/errata/RHSA-2015-2248.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-April/156571.html
http://www.securityfocus.com/bid/78046
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/157508.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/157713.html

Tree - netcf - Pagure.io af854a3a-2127-422b-91ae-364da2661108 pa

Bug 1172176 — CVE-2014-8119 netcf: augeas path expression injection via interface name af854a3a-2127-422b-91ae-364da2661108 bu

CVE Program record CVE.ORG wy
NVD vulnerability detail NVD nvi

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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