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CVE CVE-2014-8124
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-12 15:59:00 UTC
Updated 2023-02-13 00:43:00 UTC
Description OpenStack Dashboard (Horizon) before 2014.1.3 and 2014.2.x before 2014.2.1 does not properly handle session records v
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 21 All All All
Operating System Fedoraproject Fedora 21 All All All
Application Openstack Horizon All All All All
Application Openstack Horizon All All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Oracle Solaris 11.2 All All All
Operating System Oracle Solaris 11.2 All All All
Reference

Red Hat Customer Portal

Oracle Bulletin Board Update - January 2015

OpenStack Open Source Cloud Computing Software » Message: [openstack-announce] [OSSA 2014-040] Horizon denial of service attack thr
Security Advisory SA61186 - OpenStack Dashboard (Horizon) Session Resource Exhaustion Denial of Service Vulnerability - Secunia
CVE-2014-8124 - Red Hat Customer Portal

openSUSE-SU-2015:0078-1: moderate: Security Update for openstack-dashboa
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Red Hat Customer Portal

1169637 — (CVE-2014-8124) CVE-2014-8124 python-django-horizon: denial of service via login page requests
Red Hat Customer Portal

Red Hat Customer Portal

Bug #1394370 “[OSSA 2014-040] horizon login page is vulnerable t...” : Bugs : OpenStack Dashboard (Horizon)
[SECURITY] Fedora 21 Update: python-django-horizon-2014.1.3-2.fc21

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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