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Summary

CVE CVE-2014-8128

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-12 03:15:00 UTC

Updated 2020-02-14 18:17:00 UTC

Description LibTIFF prior to 4.0.4, as used in Apple iOS before 8.4 and OS X before 10.10.4 and other products, allows remote attackers to cause a denial of service (out-of-bounds write) via a crafted TIFF image.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os All All All All

Operating System Apple Iphone Os All All All All

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Application Libtiff Libtiff All All All All

Application Libtiff Libtiff All All All All

References

Reference Source Link Tags

APPLE-SA-2015-06-30-2 OS X Yosemite v10.10.4 and Security Update 2015-005 MISC lists.apple.com Mailing List, Third Party Advisory

oss-security - Multiple vulnerabilities in LibTIFF and associated tools MISC openwall.com Mailing List, Third Party Advisory

APPLE-SA-2015-06-30-1 iOS 8.4 MISC lists.apple.com Mailing List, Third Party Advisory

1185812 – (CVE-2014-8128) CVE-2014-8128 libtiff: out-of-bounds write in multiple tools MISC bugzilla.redhat.com Issue Tracking, Patch, Third Party Advisory

About the security content of iOS 8.4 - Apple Support MISC support.apple.com Third Party Advisory

About the security content of OS X Yosemite v10.10.4 and Security Update 2015-005 - Apple Support MISC support.apple.com Third Party Advisory

www.conostix.com/pub/adv/CVE-2014-8128-LibTIFF-Out-of-bounds_Writes.txt MISC www.conostix.com Third Party Advisory
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https://cve.report/
https://cve.report/CVE-2014-8128/mitre
https://cve.report/CVE-2014-8128/nist
https://cve.report/CVE-2014-8128/cve_org
https://cve.report/CVE-2014-8128.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://lists.apple.com/archives/security-announce/2015/Jun/msg00002.html
http://openwall.com/lists/oss-security/2015/01/24/15
http://lists.apple.com/archives/security-announce/2015/Jun/msg00001.html
https://bugzilla.redhat.com/show_bug.cgi?id=1185812
http://support.apple.com/kb/HT204941
http://support.apple.com/kb/HT204942
http://www.conostix.com/pub/adv/CVE-2014-8128-LibTIFF-Out-of-bounds_Writes.txt
https://www.cve.org/CVERecord?id=CVE-2014-8128


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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