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Double free vulnerability in the ssh_packet_kexinit function in kex.c in libssh 0.5.x and 0.6.x before 0.6.4 allows remote atta
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 14.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 14.10 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Fedoraproject Fedora 19 All All All
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 21 All All All
Fedoraproject Fedora 19 All All All
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 21 All All All
Libssh Libssh 0.5.0 All All All
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Application Libssh Libssh 0.5.2 All All All

Application Libssh Libssh 0.5.3 All All All

Application Libssh Libssh 0.5.4 All All All

Application Libssh Libssh 0.5.5 All All All

Application Libssh Libssh 0.6.0 All All All

Application Libssh Libssh 0.6.1 All All All

Application Libssh Libssh 0.6.2 All All All

Application Libssh Libssh 0.6.3 All All All

Application Libssh Libssh 0.5.0 All All All

Application Libssh Libssh 05.2 All All All

Application Libssh Libssh 0.5.3 All All All

Application Libssh Libssh 0.5.4 All All All

Application Libssh Libssh 0.5.5 All All All

Application Libssh Libssh 0.6.0 All All All

Application Libssh Libssh 0.6.1 All All All

Application Libssh Libssh 0.6.2 All All All

Application Libssh Libssh 0.6.3 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Reference Source Link
[SECURITY] Fedora 19 Update: libssh-0.6.4-1.fc19 FEDORA lists.fedoraproje
Debian -- Security Information -- DSA-3488-1 libssh DEBIAN www.debian.ort
Support / Security / Advisories / / MDVSA-2015:020 | Mandriva MANDRIVA  www.mandriva.
openSUSE-SU-2015:0017-1: moderate: Security update for libssh SUSE lists.opensuse.(
[SECURITY] Fedora 21 Update: libssh-0.6.4-1.fc21 FEDORA lists.fedoraproje
libssh 0.6.4 (Security and bugfix release) at libssh - The SSH Library! CONFIRM  www.libssh.org
[SECURITY] Fedora 20 Update: libssh-0.6.4-1.fc20 FEDORA lists.fedoraproje
Security Advisory SA60838 - SUSE update for libssh - Secunia SECUNIA secunia.com
Bug 1158089 — CVE-2014-8132 libssh: Possible double free on a dangling pointer with crafted kexinit packet CONFIRM  bugzilla.redhat.
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http://www.libssh.org/2014/12/19/libssh-0-6-4-security-and-bugfix-release/
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lipssh and libsshz: Multiple vulnerapilities (GLSA 2U16U6-12) — Gentoo security
Mageia Advisory: MGASA-2015-0014 - Updated libssh packages fix CVE-2014-8132
USN-2478-1: libssh vulnerability | Ubuntu
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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