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Summary

CVE CVE-2014-8136

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-19 15:59:00 UTC

Updated 2023-02-13 00:43:00 UTC

Description The (1) qemuDomainMigratePerform and (2) qemuDomainMigrateFinish2 functions in qemu/qemu_driver.c in libvirt do not unlock the domain when an ACL check fails, which allow local users to cause a denial of service via unspecified vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 15.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 15.10 All All All

Operating System Mageia Mageia 4.0 All All All

Operating System Mageia Mageia 4.0 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Hpc Node 7.0 All All All
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Operating System Redhat Enterprise Linux Hpc Node 7.0 All All All

Operating System Redhat Enterprise Linux Hpc Node 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Application Redhat Libvirt - All All All

Application Redhat Libvirt - All All All

References

Reference Source Link Tags

libvirt.org Git - libvirt.git/commit MISC libvirt.org

Support / Security / Advisories / / MDVSA-2015:023 | Mandriva MANDRIVA www.mandriva.com Broken Link

openSUSE-SU-2015:0006-1: moderate: update for libvirt SUSE lists.opensuse.org Third Party Advisory

Red Hat Customer Portal REDHAT rhn.redhat.com Third Party Advisory

Mageia Advisory: MGASA-2015-0002 - Updated libvirt packages fix CVE-2014-8136 CONFIRM advisories.mageia.org Third Party Advisory

Security Advisory SA61111 - libvirt Two Denial of Service Vulnerabilities - Secunia SECUNIA secunia.com

openSUSE-SU-2015:0008-1: moderate: update for libvirt SUSE lists.opensuse.org Third Party Advisory

USN-2867-1: libvirt vulnerabilities | Ubuntu UBUNTU www.ubuntu.com Third Party Advisory

libvirt.org Git - libvirt.git/commit CONFIRM libvirt.org Issue Tracking, Patch, Vendor Advisory

Support / Security / Advisories / / MDVSA-2015:070 | Mandriva MANDRIVA www.mandriva.com Broken Link

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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