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CVE CVE-2014-8141
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-31 23:15:00 UTC
Updated 2023-02-13 00:43:00 UTC
Description Heap-based buffer overflow in the getZip64Data function in Info-ZIP UnZip 6.0 and earlier allows remote attackers to execu

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Eus 6.6 All All All
Operating System Redhat Enterprise Linux Server Eus 71 All All All
Operating System Redhat Enterprise Linux Server Eus 7.2 All All All
Operating System Redhat Enterprise Linux Server Eus 7.3 All All All
Operating System Redhat Enterprise Linux Server Eus 7.4 All All All
Operating System Redhat Enterprise Linux Server Eus 7.5 All All All
Operating System Redhat Enterprise Linux Server Eus 7.6 All All All
Operating System Redhat Enterprise Linux Server Eus 6.6 All All All
Operating System Redhat Enterprise Linux Server Eus 71 All All All
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References

Reference

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

gl

oCERT.org - oCERT Advisories

CVE-2014-8141 - Red Hat Customer Portal

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500710 Alpine Linux Security Update for unzip

504483 Alpine Linux Security Update for unzip

900036 CBL-Mariner Linux Security Update for unzip 6.0

UnZip Buffer Overflows in '-t' Command Line Option Let Remote Users Execute Arbitrary Code - SecurityTracker

Bug 1174856 — CVE-2014-8141 unzip: getZip64Data() out-of-bounds read issues (0CERT-2014-011)

Source

MISC

MISC

MISC

MISC

MISC

CVE.ORG

NVD

Link

www.ocert.or
access.redhe
access.redhe
www.security
bugzilla.redh:

WWW.CVe.org

nvd.nist.gov
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901269 Common Base Linux Mariner (CBL-Mariner) Security Update for unzip (6935-1)

903189 Common Base Linux Mariner (CBL-Mariner) Security Update for unzip (1812)
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