CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-8143

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2014-8143

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2015-01-17 02:59:00 UTC

2017-09-08 01:29:00 UTC

Samba 4.0.x before 4.0.24, 4.1.x before 4.1.16, and 4.2.x before 4.2rc4, when an Active Directory Domain Controller (AD C
| |

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Samba Samba 4.0.0 All All All
Samba Samba 4.01 All All All
Samba Samba 4.0.10 All All All
Samba Samba 4.0.11 All All All
Samba Samba 4.0.12 All All All
Samba Samba 4.0.13 All All All
Samba Samba 4.0.14 All All All
Samba Samba 4.0.15 All All All
Samba Samba 4.0.16 All All All
Samba Samba 4.017 All All All
Samba Samba 4.0.18 All All All
Samba Samba 4.0.19 All All All
Samba Samba 4.0.2 All All All
Samba Samba 4.0.20 All All All
Samba Samba 4.0.21 All All All
Samba Samba 4.0.22 All All All
Samba Samba 4.0.23 All All All
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Application Samba Samba 4.0.17 All All All
Application Samba Samba 4.0.18 All All All
Application Samba Samba 4.0.19 All All All
Application Samba Samba 4.0.2 All All All
Application Samba Samba 4.0.20 All All All
Application Samba Samba 4.0.21 All All All
Application Samba Samba 4.0.22 All All All
Application Samba Samba 4.0.23 All All All
Application Samba Samba 4.0.3 All All All
Application Samba Samba 4.0.4 All All All
Application Samba Samba 4.05 All All All
Application Samba Samba 4.0.6 All All All
Application Samba Samba 4.0.7 All All All
Application Samba Samba 4.0.8 All All All
Application Samba Samba 4.0.9 All All All
Application Samba Samba 4.1.0 All All All
Application Samba Samba 4141 All All All
Application Samba Samba 4.1.10 All All All
Application Samba Samba 4.1.11 All All All
Application Samba Samba 4112 All All All
Application Samba Samba 4.1.13 All All All
Application Samba Samba 4.1.14 All All All
Application Samba Samba 4.1.15 All All All
Application Samba Samba 41.2 All All All
Application Samba Samba 4.1.3 All All All
Application Samba Samba 41.4 All All All
Application Samba Samba 415 All All All
Application Samba Samba 41.6 All All All
Application Samba Samba 41.7 All All All
Application Samba Samba 41.8 All All All
Application Samba Samba 41.9 All All All
Application Samba Samba 4.2.0 rcl All All
Application Samba Samba 4.2.0 rc2 All All
Application Samba Samba 4.2.0 rc3 All All
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The Slackware Linux Project: Slackware Security Advisories
download.samba.org/pub/samba/patches/security/samba-4.1.15-CVE-2014-8143.patch
download.samba.org/pub/samba/patches/security/samba-4.0.23-CVE-2014-8143.patch
Samba - Security Announcement Archive

IBM X-Force Exchange

Samba Active Directory Domain Controller Access Control Flaw Lets Remote Authenticated Users Gain Elevated Privileges - SecurityTracker
USN-2481-1: Samba vulnerability | Ubuntu

[security-announce] openSUSE-SU-2015:0375-1: important: Security update

Security Advisory SA62594 - Ubuntu update for samba - Secunia

[security-announce] openSUSE-SU-2016:1064-1: important: Security update

Samba CVE-2014-8143 Privilege Escalation Vulnerability

CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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