CVE-2014-8150

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-8150
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-15 15:59:00 UTC
Updated 2018-01-05 02:29:00 UTC
Description CRLF injection vulnerability in libcurl 6.0 through 7.x before 7.40.0, when using an HTTP proxy, allows remote attackers to |

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Application Haxx Libcurl 6.0 All All All
Application Haxx Libcurl 6.1 All All All
Application Haxx Libcurl 6.1 beta All All
Application Haxx Libcurl 6.2 All All All
Application Haxx Libcurl 6.3 All All All
Application Haxx Libcurl 6.3.1 All All All
Application Haxx Libcurl 6.4 All All All
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APPLE-SA-2015-08-13-2 OS X Yosemite v10.10.5 and Security Update 2015-006

Debian -- Security Information -- DSA-3122-1 curl

~ALIDL - Multinla vinlnarvahilitine (21 QA D04 704 A7) NRAantan cnnnivibg


http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/156945.html
http://www.oracle.com/technetwork/topics/security/bulletinjan2015-2370101.html
http://advisories.mageia.org/MGASA-2015-0020.html
http://www.oracle.com/technetwork/topics/security/cpuoct2015-2367953.html
http://www.mandriva.com/security/advisories?name=MDVSA-2015:021
http://secunia.com/advisories/62361
http://secunia.com/advisories/62075
http://secunia.com/advisories/61925
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10743
https://support.apple.com/kb/HT205031
http://lists.opensuse.org/opensuse-updates/2015-02/msg00040.html
http://curl.haxx.se/docs/adv_20150108B.html
http://www.securitytracker.com/id/1032768
http://lists.fedoraproject.org/pipermail/package-announce/2015-January/147876.html
http://rhn.redhat.com/errata/RHSA-2015-1254.html
http://www.ubuntu.com/usn/USN-2474-1
http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-2719645.html
http://www.securityfocus.com/bid/71964
https://kc.mcafee.com/corporate/index?page=content&id=SB10131
http://lists.fedoraproject.org/pipermail/package-announce/2015-January/147856.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/157188.html
http://lists.apple.com/archives/security-announce/2015/Aug/msg00001.html
http://www.debian.org/security/2015/dsa-3122
https://security.gentoo.org/glsa/201701-47

VU L. IVIuII.I'JIU vuniIcaviiiuiuco \ul_\)l'\ [SVENEAVE Ry ¥ } T \JTIIlVVU OTuuUlI Il.y
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690296 Free Berkeley Software Distribution (FreeBSD) Security Update for curl (caa98ffd-0a92-40d0-b234-fd790429157¢)

710385 Gentoo Linux cURL Multiple Vulnerabilities (GLSA 201701-47)
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