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Summary

CVE CVE-2014-8155

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-14 18:59:00 UTC

Updated 2023-02-13 00:43:00 UTC

Description GnuTLS before 2.9.10 does not verify the activation and expiration dates of CA certificates, which allows man-in-the-middle attackers to spoof servers via a certificate issued by a CA certificate that is (1) not yet valid or (2) no longer valid.

Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Gnutls All All All All

References

Reference Source Link

support.f5.com/csp/article/K53330207 CONFIRM support.f5.com

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

GnuTLS CVE-2014-8155 Certificate Validation Security Bypass Vulnerability BID www.securityfocus.com

Extended time verification to trusted certificate list as well. Introduced (897cbce6) · Commits · gnutls / GnuTLS · GitLab CONFIRM gitlab.com

1197995 – (CVE-2014-8155) CVE-2014-8155 gnutls: gnutls does not perform date/time checks on CA certificates MISC bugzilla.redhat.com

access.redhat.com | CVE-2014-8155 MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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