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CVE CVE-2014-8159
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-16 10:59:01 UTC
Updated 2026-05-06 22:30:45 UTC

Description The InfiniBand (IB) implementation in the Linux kernel package before 2.6.32-504.12.2 on Red Hat Enterprise Linux (RHEL

/ ]

Risk And Classification

Primary CVSS: v2.0 6.9 from nvd@nist.gov
AV:L/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-264 | n/a
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All


https://cve.report/
https://cve.report/CVE-2014-8159/mitre
https://cve.report/CVE-2014-8159/nist
https://cve.report/CVE-2014-8159/cve_org
https://cve.report/api/cve/CVE-2014-8159.json
https://cve.report/CVE-2014-8159.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
[security-announce] SUSE-SU-2015:1487-1: important: Live patch for the L af854a3a-212'
USN-2527-1: Linux kernel (Trusty HWE) vulnerability | Ubuntu af854a3a-212’
Red Hat Customer Portal af854a3a-212'
Red Hat Customer Portal af854a3a-212'
USN-2561-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu af854a3a-212’
Bug 1181166 — CVE-2014-8159 kernel: infiniband: uverbs: unprotected physical memory access af854a3a-212’
[security-announce] SUSE-SU-2015:1488-1: important: Live patch for the L af854a3a-212’
Red Hat Customer Portal af854a3a-212'
Linux Kernel CVE-2014-8159 Local Privilege Escalation Vulnerability af854a3a-212’
Red Hat Customer Portal af854a3a-212'
USN-2529-1: Linux kernel (Utopic HWE) vulnerability | Ubuntu af854a83a-212’
USN-2525-1: Linux kernel vulnerability | Ubuntu af854a3a-212’
[SECURITY] Fedora 22 Update: kernel-4.0.0-0.rc4.git0.1.fc22 af854a83a-212’
USN-2530-1: Linux kernel vulnerability | Ubuntu af854a3a-212’
Red Hat Customer Portal af854a3a-212'
Red Hat Customer Portal af854a3a-212'
USN-2528-1: Linux kernel vulnerability | Ubuntu af854a3a-212'
Debian -- Security Information -- DSA-3237-1 linux af854a3a-212’
[security-announce] SUSE-SU-2015:1491-1: important: Live patch for the L af854a3a-212'
USN-2526-1: Linux kernel vulnerability | Ubuntu af854a3a-212’
Linux Kernel Input Validation Flaw in Infiniband Lets Local Users Deny Service or Gain Elevated Privileges - SecurityTracker — af854a3a-212’
Red Hat Customer Portal af854a3a-212'
Red Hat Customer Portal af854a3a-212'
[security-announce] SUSE-SU-2015:1478-1: important: Security update for af854a3a-212’
Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView af854a3a-212'
[security-announce] SUSE-SU-2015:1489-1: important: Live patch for the L af854a3a-212’
Red Hat Customer Portal af854a3a-212'
Red Hat Customer Portal MITRE

Red Hat Customer Portal MITRE



http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.opensuse.org/opensuse-security-announce/2015-09/msg00007.html
http://www.ubuntu.com/usn/USN-2527-1
http://rhn.redhat.com/errata/RHSA-2015-0695.html
http://rhn.redhat.com/errata/RHSA-2015-0726.html
http://www.ubuntu.com/usn/USN-2561-1
https://bugzilla.redhat.com/show_bug.cgi?id=1181166
http://lists.opensuse.org/opensuse-security-announce/2015-09/msg00008.html
http://rhn.redhat.com/errata/RHSA-2015-0782.html
http://www.securityfocus.com/bid/73060
http://rhn.redhat.com/errata/RHSA-2015-0674.html
http://www.ubuntu.com/usn/USN-2529-1
http://www.ubuntu.com/usn/USN-2525-1
http://lists.fedoraproject.org/pipermail/package-announce/2015-March/152747.html
http://www.ubuntu.com/usn/USN-2530-1
http://rhn.redhat.com/errata/RHSA-2015-0870.html
http://rhn.redhat.com/errata/RHSA-2015-0803.html
http://www.ubuntu.com/usn/USN-2528-1
http://www.debian.org/security/2015/dsa-3237
http://lists.opensuse.org/opensuse-security-announce/2015-09/msg00011.html
http://www.ubuntu.com/usn/USN-2526-1
http://www.securitytracker.com/id/1032224
http://rhn.redhat.com/errata/RHSA-2015-0919.html
http://rhn.redhat.com/errata/RHSA-2015-0751.html
http://lists.opensuse.org/opensuse-security-announce/2015-09/msg00004.html
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10705
http://lists.opensuse.org/opensuse-security-announce/2015-09/msg00009.html
http://rhn.redhat.com/errata/RHSA-2015-0783.html
https://access.redhat.com/errata/RHSA-2015:0674
https://access.redhat.com/errata/RHSA-2015:0695
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Red Hat Customer Portal MITRE
Red Hat Customer Portal MITRE
Red Hat Customer Portal MITRE
Red Hat Customer Portal MITRE
Red Hat Customer Portal MITRE
Red Hat Customer Portal MITRE
Red Hat Customer Portal MITRE
access.redhat.com | CVE-2014-8159 MITRE
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://access.redhat.com/errata/RHSA-2015:0783
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https://access.redhat.com/errata/RHSA-2015:0870
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https://access.redhat.com/security/cve/CVE-2014-8159
https://www.cve.org/CVERecord?id=CVE-2014-8159
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