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CVE CVE-2014-8324
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

Published 2017-10-17 14:29:00 UTC
Updated 2018-10-09 19:53:00 UTC
Description network.c in Aircrack-ng before 1.2 Beta 3 allows remote attackers to cause a denial of service (segmentation fault) via a re
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Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aircrack-ng Aircrack-ng All beta2 All All

References

Reference Source
Aircrack-ng: Aircrack-ng 1.2 Release candidate 1 CONFIRM
[SECURITY] Fedora 19 Update: aircrack-ng-1.2-0.3.rc1.fc19 FEDORA
Gentoo Linux Documentation -- Aircrack-ng: User-assisted execution of arbitrary code GENTOO
OSdep: Fixed segmentation fault that happens with a malicious server ... - aircrack-ng/aircrack-ng@88702a3 - GitHub  CONFIRM
Aircrack-ng 1.2 Beta 3 DoS / Code Execution ~ Packet Storm MISC

Bug 1159812 — CVE-2014-8321 CVE-2014-8322 CVE-2014-8323 CVE-2014-8324 aircrack-ng: multiple vulnerabiliies ~CONFIRM
[SECURITY] Fedora 21 Update: aircrack-ng-1.2-0.5rc1.fc21 FEDORA
SecurityFocus BUGTRAQ
[SECURITY] Fedora 20 Update: aircrack-ng-1.2-0.3.rc1.fc20 FEDORA
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Link
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lists.fec
security
github.«
packets
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nvd.nis
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https://cve.report/
https://cve.report/CVE-2014-8324/mitre
https://cve.report/CVE-2014-8324/nist
https://cve.report/CVE-2014-8324/cve_org
https://cve.report/api/cve/CVE-2014-8324.json
https://cve.report/CVE-2014-8324.pdf
http://cve.report/vendor/aircrack-ng
http://cve.report/software/aircrack-ng/aircrack-ng
http://aircrack-ng.blogspot.com/2014/10/aircrack-ng-12-release-candidate-1.html
http://lists.fedoraproject.org/pipermail/package-announce/2014-November/143606.html
http://security.gentoo.org/glsa/glsa-201411-08.xml
https://github.com/aircrack-ng/aircrack-ng/commit/88702a3ce4c28a973bf69023cd0312f412f6193e
http://packetstormsecurity.com/files/128943/Aircrack-ng-1.2-Beta-3-DoS-Code-Execution.html
https://bugzilla.redhat.com/show_bug.cgi?id=1159812
http://lists.fedoraproject.org/pipermail/package-announce/2014-November/143216.html
http://www.securityfocus.com/archive/1/533869/100/0/threaded
http://lists.fedoraproject.org/pipermail/package-announce/2014-November/143595.html
https://www.cve.org/CVERecord?id=CVE-2014-8324
https://nvd.nist.gov/vuln/detail/CVE-2014-8324

There are currently no legacy QID mappings associated with this CVE.
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