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Smarty before 3.1.21 allows remote attackers to bypass the secure mode restrictions and execute arbitrary PHP code as d¢
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Smarty Smarty 1.0 All All All
Smarty Smarty 1.0a All All All
Smarty Smarty 1.0b All All All
Smarty Smarty 1.1.0 All All All
Smarty Smarty 1.2.0 All All Al
Smarty Smarty 1.2.1 All All All
Smarty Smarty 1.2.2 All All All
Smarty Smarty 1.3.0 All All All
Smarty Smarty 1.3.1 All All All
Smarty Smarty 1.3.2 All All All
Smarty Smarty 1.4.0 All All All
Smarty Smarty 1.4.0 b1 All All
Smarty Smarty 1.4.0 b2 All All
Smarty Smarty 1.4.1 All All All
Smarty Smarty 14.2 All All All
Smarty Smarty 1.4.3 All All Al
Smarty Smarty 1.4.4 All All All
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Applicaton smarty Smarty 3.1.5 All
Application Smarty Smarty 3.1.6 All
Application Smarty Smarty 3.1.7 All
Application Smarty Smarty 3.1.8 All
Application Smarty Smarty 3.1.9 All
Application Smarty Smarty All All

All

All

All

All

All

All

All

All

All
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All
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oss-sec: Re: CVE Request: smarty: secure mode bypass

#765920 - smarty3: CVE-2014-8350: secure mode bypass - Debian Bug report logs

IBM X-Force Exchange

oss-sec: CVE Request: smarty: secure mode bypass

Support / Security / Advisories / / MDVSA-2014:221 | Mandriva

Smarty CVE-2014-8350 Remote Arbitrary Code Execution Vulnerability

Mageia Advisory: MGASA-2014-0468 - Updated php-smarty packages fix security vulnerabilities
change_log.txt - smarty-php - Smarty Template Language for PHP - Google Project Hosting
CVE Program record

NVD vulnerability detail

Source

MLIST

CONFIRM

XF

MLIST

MANDRIVA

BID

CONFIRM

CONFIRM

CVE.ORG

NVD

Link

seclists.org

bugs.debian.org
exchange.xforce.ibmcloud.c
seclists.org
www.mandriva.com
www.securityfocus.com
advisories.mageia.org
code.google.com
Www.cve.org

nvd.nist.gov

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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