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Summary

CVE CVE-2014-8358

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-11 21:29:00 UTC

Updated 2017-12-29 14:18:00 UTC

Description Huawei EC156, EC176, and EC177 USB Modem products with software before UTPS-V200R003B015D02SP07C1014 (23.015.02.07.1014) and before V200R003B015D02SP08C1014 (23.015.02.08.1014) use a weak ACL for the "Mobile Partner" directory, which allows remote attackers to gain SYSTEM privileges by compromising a low privilege account and modifying Mobile Partner.exe.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Ec156 - All All All

Hardware Huawei Ec156 - All All All

Operating System Huawei Ec156 Firmware v200r003b009d05sp03c1014 All All All

Operating System Huawei Ec156 Firmware v200r003b009d05sp03c1014 All All All

Hardware Huawei Ec176 - All All All

Hardware Huawei Ec176 - All All All

Operating System Huawei Ec176 Firmware v200r003b009d05sp03c1014 All All All

Operating System Huawei Ec176 Firmware v200r003b009d05sp03c1014 All All All

Hardware Huawei Ec177 - All All All

Hardware Huawei Ec177 - All All All

Operating System Huawei Ec177 Firmware v200r003b009d05sp03c1014 All All All

Operating System Huawei Ec177 Firmware v200r003b009d05sp03c1014 All All All

References

Reference Source Link Tags

Huawei Mobile Partner Local Privilege Escalation Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Security Advisory-DLL Hijacking Vulnerability on Huawei USB Modem products CONFIRM www.huawei.com Issue Tracking, Vendor Advisory
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Huawei Mobile Partner DLL Hijacking ≈ Packet Storm MISC packetstormsecurity.com Issue Tracking, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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