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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Application
Hardware
Hardware
Application
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Vendor Product Version Update Edition Language
Siemens Scalance X-300 - All All All
Siemens Scalance X-300 - All All All
Siemens Scalance X-300eec - All All All
Siemens Scalance X-300eec - All All All
Siemens Scalance X-300poe - All All All
Siemens Scalance X-300poe - All All All
Siemens Scalance X-300 Series Firmware All All All All
Siemens Scalance X-408 All All All All
Siemens Scalance X-408 All All All All
Siemens Scalance X-408 Firmware All All All All
Siemens Scalance Xr-300 - All All All
Siemens Scalance Xr-300 - All All All
Siemens Scalance Xr-300eec - All All All
Siemens Scalance Xr-300eec - All All All
Siemens Scalance Xr-300poe - All All All

Siemens Scalance Xr-300poe - All All All
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References

Reference Source Link Tags

Siemens CONFIRM Www.siemens.com Vendor Advisory
cert-portal.siemens.com/productcert/pdf/ssa-321046.pdf CONFIRM cert-portal.siemens.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591266 Siemens SCALANCE X-300/X408 Switch Family Denial of Service (DoS) Multiple Vulnerabilities (ICSA-15-020-01, SSA-
321046)
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