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The blowfishECB function in core/cipher.cpp in Quassel IRC 0.10.0 allows remote attackers to cause a denial of service (oL
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 7.0 All All All
Opensuse Opensuse 12.3 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.2 All All All
Opensuse Opensuse 12.3 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.2 All All All
Quassel-irc Quassel Irc 0.10.0 All All All
Quassel-irc Quassel Irc 0.10.0 All All All

References
Reference Source Link Tags
openSUSE-SU-2015:0573-1: moderate: Security update for kdebase4-runtime, SUSE lists.opensuse.org Third Party Advisory

Security Advisory SA61932 - Quassel IRC Multiple Vulnerabilities - Secunia SECUNIA  secunia.com Permissions Required


https://cve.report/
https://cve.report/CVE-2014-8483/mitre
https://cve.report/CVE-2014-8483/nist
https://cve.report/CVE-2014-8483/cve_org
https://cve.report/CVE-2014-8483.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/quassel-irc
http://cve.report/software/quassel-irc/quassel_irc
http://cve.report/vendor/quassel-irc
http://cve.report/software/quassel-irc/quassel_irc
http://lists.opensuse.org/opensuse-updates/2015-03/msg00068.html
http://secunia.com/advisories/61932

USN-2401-1: Konversation vulnerability | Ubuntu

openSUSE-SU-2014:1406-1: moderate: konversation: security and bugfix rel
Security Advisory SA62035 - Debian update for quassel - Secunia

Debian -- Security Information -- DSA-3068-1 konversation

Security Advisory SA62261 - SUSE update for quassel - Secunia

Check for invalid input in encrypted buffers - quassel/quassel@8b5ecd?2 - GitHub
openSUSE-SU-2014:1382-1: moderate: quassel: Fixed out-of-bound read
Debian -- Security Information -- DSA-3063-1 quassel

Bug #1314: Crash - Quassel IRC - Quassel IRC Issue Tracker
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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