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CVE CVE-2014-8498
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-17 16:59:00 UTC
Updated 2019-07-16 12:22:00 UTC
Description SQL injection vulnerability in BulkEditSearchResult.cc in ManageEngine Password Manager Pro (PMP) and Password Mar

| 1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zohocorp Manageengine Password Manager Pro All All All All
Application Zohocorp Manageengine Password Manager Pro All All All All

References

Reference Source

Full Disclosure: [The ManageOwnage Series, part VII]: Super admin privesc + password DB dump in Password Manager Pro  FULLDISC
Password Manager Pro / Pro MSP - Blind SQL Injection EXPLOIT-DB
raw.githubusercontent.com/pedrib/PoC/master/ManageEngine/me_pmp_privesc.ixt MISC
Password Manager Pro SQL Injection ~ Packet Storm MISC
114483 OoSsvDB
ManageEngine Password Manager Pro 'BulkEditSearchResult.cc' SQL Injection Vulnerability BID

IBM X-Force Exchange XF

CVE Program record CVE.ORG
NVD vulnerability detail NVD

a S

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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