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Summary

CVE CVE-2014-8499

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-17 16:59:00 UTC

Updated 2017-09-08 01:29:00 UTC

Description Multiple SQL injection vulnerabilities in ManageEngine Password Manager Pro (PMP) and Password Manager Pro Managed Service Providers (MSP) edition before 7.1 build 7105 allow remote authenticated users to execute arbitrary SQL commands via the SEARCH_ALL parameter to (1) SQLAdvancedALSearchResult.cc or (2) AdvancedSearchResult.cc.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Manageengine Password Manager Pro All build_7104 All All

Application Manageengine Password Manager Pro All build_7104 All All

References

Reference Source

114484 OSVDB

Full Disclosure: [The ManageOwnage Series, part VII]: Super admin privesc + password DB dump in Password Manager Pro FULLDISC

Password Manager Pro / Pro MSP - Blind SQL Injection EXPLOIT-DB

raw.githubusercontent.com/pedrib/PoC/master/ManageEngine/me_pmp_privesc.txt MISC

Password Manager Pro SQL Injection ≈ Packet Storm MISC

114485 OSVDB

ManageEngine Password Manager Pro 'SEARCH_ALL' Parameter Multiple SQL Injection Vulnerabilities BID

IBM X-Force Exchange XF

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

https://cve.report/
https://cve.report/CVE-2014-8499/mitre
https://cve.report/CVE-2014-8499/nist
https://cve.report/CVE-2014-8499/cve_org
https://cve.report/api/cve/CVE-2014-8499.json
https://cve.report/CVE-2014-8499.pdf
http://cve.report/vendor/manageengine
http://cve.report/software/manageengine/password_manager_pro
http://cve.report/vendor/manageengine
http://cve.report/software/manageengine/password_manager_pro
http://osvdb.org/show/osvdb/114484
http://seclists.org/fulldisclosure/2014/Nov/18
http://www.exploit-db.com/exploits/35210
https://raw.githubusercontent.com/pedrib/PoC/master/ManageEngine/me_pmp_privesc.txt
http://packetstormsecurity.com/files/129036/Password-Manager-Pro-SQL-Injection.html
http://osvdb.org/show/osvdb/114485
http://www.securityfocus.com/bid/71018
https://exchange.xforce.ibmcloud.com/vulnerabilities/98597
https://exchange.xforce.ibmcloud.com/vulnerabilities/98595
https://www.cve.org/CVERecord?id=CVE-2014-8499
https://nvd.nist.gov/vuln/detail/CVE-2014-8499


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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