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Summary

CVE CVE-2014-8507

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-15 18:59:00 UTC

Updated 2015-08-06 16:41:00 UTC

Description Multiple SQL injection vulnerabilities in the queryLastApp method in packages/WAPPushManager/src/com/android/smspush/WapPushManager.java in the WAPPushManager module in Android before 5.0.0 allow remote attackers to execute arbitrary SQL commands, and consequently launch an activity or service, via the (1) wapAppId or (2) contentType field of a PDU for a malformed WAPPush message, aka Bug 17969135.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android 1.0 All All All

Operating System Google Android 1.1 All All All

Operating System Google Android 1.5 All All All

Operating System Google Android 1.6 All All All

Operating System Google Android 2.0 All All All

Operating System Google Android 2.0.1 All All All

Operating System Google Android 2.1 All All All

Operating System Google Android 2.2 All All All

Operating System Google Android 2.2 rev1 All All

Operating System Google Android 2.2.1 All All All

Operating System Google Android 2.2.2 All All All

Operating System Google Android 2.2.3 All All All

Operating System Google Android 2.3 All All All

Operating System Google Android 2.3 rev1 All All

Operating System Google Android 2.3.1 All All All

Operating System Google Android 2.3.2 All All All

Operating System Google Android 2.3.3 All All All
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Operating System Google Android 2.3.3 All All All

Operating System Google Android 2.3.4 All All All

Operating System Google Android 2.3.5 All All All

Operating System Google Android 2.3.6 All All All

Operating System Google Android 2.3.7 All All All

Operating System Google Android 3.0 All All All

Operating System Google Android 3.1 All All All

Operating System Google Android 3.2 All All All

Operating System Google Android 3.2.1 All All All

Operating System Google Android 3.2.2 All All All

Operating System Google Android 3.2.4 All All All

Operating System Google Android 3.2.6 All All All

Operating System Google Android 4.0 All All All

Operating System Google Android 4.0.1 All All All

Operating System Google Android 4.0.2 All All All

Operating System Google Android 4.0.3 All All All

Operating System Google Android 4.0.4 All All All

Operating System Google Android 4.1 All All All

Operating System Google Android 4.1.2 All All All

Operating System Google Android 4.2 All All All

Operating System Google Android 4.2.1 All All All

Operating System Google Android 4.2.2 All All All

Operating System Google Android 4.3 All All All

Operating System Google Android 4.3.1 All All All

Operating System Google Android 4.4 All All All

Operating System Google Android 4.4.1 All All All

Operating System Google Android 4.4.2 All All All

Operating System Google Android 4.4.3 All All All
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Operating System Google Android 2.2 rev1 All All
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References

Reference Source Link

Android WAPPushManager Module SQL Injection Vulnerability BID www.securityfocus.com

CVE-2014-8507 Android < 5.0 SQL injection vulnerability in WAPPushManager | 百度安全攻防实验室 MISC xteam.baidu.com

48ed835468c6235905459e6ef7df032baf3e4df6 - platform/frameworks/base - Git at Google CONFIRM android.googlesource.com

Full Disclosure: CVE-2014-8507 Android < 5.0 SQL injection vulnerability in WAPPushManager FULLDISC seclists.org

Android WAPPushManager SQL Injection ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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