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The fetch_url function in usr.bin/ftp/fetch.c in tnftp, as used in NetBSD 5.1 through 5.1.4, 5.2 through 5.2.2, 6.0 through 6.0.
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Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Mac Os X 10.10.0 All All All
Apple Mac Os X 10.10.1 All All All
Apple Mac Os X 10.8.5 All All All
Apple Mac Os X 10.9.5 All All All
Apple Mac Os X 10.10.0 All All All
Apple Mac Os X 10.10.1 All All All
Apple Mac Os X 10.8.5 All All All
Apple Mac Os X 10.9.5 All All All
Netbsd Netbsd 5.1 All All All
Netbsd Netbsd 5.1.1 All All All
Netbsd Netbsd 5.1.2 All All All
Netbsd Netbsd 5.1.3 All All All
Netbsd Netbsd 5.1.4 All All All
Netbsd Netbsd 5.2 All All All
Netbsd Netbsd 5.2.1 All All All
Netbsd Netbsd 5.2.2 All All All
Netbsd Netbsd 6.0 All All All
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Operating System Netbsd Netbsd 6.0.1 All All All
Operating System Netbsd Netbsd 6.0.2 All All All
Operating System Netbsd Netbsd 6.0.3 All All All
Operating System Netbsd Netbsd 6.0.4 All All All
Operating System Netbsd Netbsd 6.0.5 All All All
Operating System Netbsd Netbsd 6.0.6 All All All
Operating System Netbsd Netbsd 6.1 All All All
Operating System Netbsd Netbsd 6.1.1 All All All
Operating System Netbsd Netbsd 6.1.2 All All All
Operating System Netbsd Netbsd 6.1.3 All All All
Operating System Netbsd Netbsd 6.1.4 All All All
Operating System Netbsd Netbsd 6.1.5 All All All
Operating System Netbsd Netbsd 5.1 All All All
Operating System Netbsd Netbsd 5.1.1 All All All
Operating System Netbsd Netbsd 5.1.2 All All All
Operating System Netbsd Netbsd 5.1.3 All All All
Operating System Netbsd Netbsd 5.1.4 All All All
Operating System Netbsd Netbsd 5.2 All All All
Operating System Netbsd Netbsd 5.2.1 All All All
Operating System Netbsd Netbsd 5.2.2 All All All
Operating System Netbsd Netbsd 6.0 All All All
Operating System Netbsd Netbsd 6.0.1 All All All
Operating System Netbsd Netbsd 6.0.2 All All All
Operating System Netbsd Netbsd 6.0.3 All All All
Operating System Netbsd Netbsd 6.0.4 All All All
Operating System Netbsd Netbsd 6.0.5 All All All
Operating System Netbsd Netbsd 6.0.6 All All All
Operating System Netbsd Netbsd 6.1 All All All
Operating System Netbsd Netbsd 6.1.1 All All All
Operating System Netbsd Netbsd 6.1.2 All All All
Operating System Netbsd Netbsd 6.1.3 All All All
Operating System Netbsd Netbsd 6.1.4 All All All
Operating System Netbsd Netbsd 6.1.5 All All All
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Heterence sSource LINK

oss-sec: ftp(1) can be made execute arbitrary commands by malicious webserver MLIST seclists.org
openSUSE-SU-2014:1383-1: moderate: tnftp: Prevent command exection SUSE lists.opensuse
About the security content of OS X Yosemite v10.10.2 and Security Update 2015-001 - Apple Support CONFIRM support.apple.
NetBSD-SA2014-013 NETBSD ftp.netbsd.org
oss-sec: Re: ftp(1) can be made execute arbitrary commands by malicious webserver MLIST seclists.org
APPLE-SA-2015-01-27-4 OS X 10.10.2 and Security Update 2015-001 APPLE lists.apple.corr
tnftp - 'savefile’ Arbitrary Command Execution (Metasploit) EXPLOIT-DB  www.exploit-dl
Security Advisory SA62028 - NetBSD ftp &quot;fetch_url()&quot; Command Injection Vulnerability - Secunia  SECUNIA secunia.com
Security Advisory SA62260 - SUSE update for tnftp - Secunia SECUNIA secunia.com
tnftp: Arbitrary code execution (GLSA 201611-05) — Gentoo security GENTOO security.gentor
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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