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Certain versions of Ubuntu Linux from Canonical contain the following
vulnerability:

The _gnutls_ecc_ansi_x963_export function in gnutls_ecc.c in GnuTLS
3.x before 3.1.28, 3.2.x before 3.2.20, and 3.3.x before 3.3.10 allows
remote attackers to cause a denial of service (out-of-bounds write) via
a crafted (1) Elliptic Curve Cryptography (ECC) certificate or (2)
certificate signing requests (CSR), related to generating key IDs.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

Security Advisory SA62284 - GnuTLS "_gnutls_ecc_ansi_x963_export()"
Integer Underflow Vulnerability - Secunia

web.archive.org

text/html

 SECUNIA 62284

Red Hat Customer Portal Third Party Advisory

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2014:1846

Security Advisory SA62294 - Red Hat update for gnutls - Secunia web.archive.org

text/html

 SECUNIA 62294

Bug 1161443 – CVE-2014-8564 gnutls: Heap corruption when generating
key ID for ECC (GNUTLS-SA-2014-5)

Issue Tracking

bugzilla.redhat.com

text/html

 CONFIRM
bugzilla.redhat.com/show_bug.cgi?
id=1161443

Security Advisory SA59991 - SUSE update for gnutls - Secunia web.archive.org  SECUNIA 59991

CVE-2014-8564 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2014-8564/mitre
https://cve.report/CVE-2014-8564/nist
https://cve.report/CVE-2014-8564/cve_org
https://cve.report/CVE-2014-8564.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2014/http://secunia.com/advisories/62284
https://web.archive.org/web/2014/http://rhn.redhat.com/errata/RHSA-2014-1846.html
https://web.archive.org/web/2014/http://secunia.com/advisories/62294
https://bugzilla.redhat.com/show_bug.cgi?id=1161443


Security Advisory SA59991 - SUSE update for gnutls - Secunia web.archive.org

text/html

 SECUNIA 59991

USN-2403-1: GnuTLS vulnerability | Ubuntu Patch

Third Party Advisory

www.ubuntu.com

text/html

 UBUNTU USN-2403-1

openSUSE-SU-2014:1472-1: moderate: Security update for gnutls Third Party Advisory

lists.opensuse.org

text/html

 SUSE openSUSE-SU-
2014:1472

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Canonical Ubuntu Linux 14.10 All All All

Operating
System

Canonical Ubuntu Linux 14.10 All All All

Application Gnu Gnutls 3.0 All All All

Application Gnu Gnutls 3.0.0 All All All

Application Gnu Gnutls 3.0.1 All All All

Application Gnu Gnutls 3.0.10 All All All

Application Gnu Gnutls 3.0.11 All All All

Application Gnu Gnutls 3.0.12 All All All

Application Gnu Gnutls 3.0.13 All All All

Application Gnu Gnutls 3.0.14 All All All

Application Gnu Gnutls 3.0.15 All All All

Application Gnu Gnutls 3.0.16 All All All

Application Gnu Gnutls 3.0.17 All All All

Application Gnu Gnutls 3.0.18 All All All

Application Gnu Gnutls 3.0.19 All All All

Application Gnu Gnutls 3.0.2 All All All

Application Gnu Gnutls 3.0.20 All All All

Application Gnu Gnutls 3.0.21 All All All

Application Gnu Gnutls 3.0.22 All All All

Application Gnu Gnutls 3.0.23 All All All

Application Gnu Gnutls 3.0.24 All All All
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Application Gnu Gnutls 3.0.24 All All All

Application Gnu Gnutls 3.0.25 All All All

Application Gnu Gnutls 3.0.26 All All All

Application Gnu Gnutls 3.0.27 All All All

Application Gnu Gnutls 3.0.28 All All All

Application Gnu Gnutls 3.0.3 All All All

Application Gnu Gnutls 3.0.4 All All All

Application Gnu Gnutls 3.0.5 All All All

Application Gnu Gnutls 3.0.6 All All All

Application Gnu Gnutls 3.0.7 All All All

Application Gnu Gnutls 3.0.8 All All All

Application Gnu Gnutls 3.0.9 All All All

Application Gnu Gnutls 3.1.0 All All All

Application Gnu Gnutls 3.1.1 All All All

Application Gnu Gnutls 3.1.10 All All All

Application Gnu Gnutls 3.1.11 All All All

Application Gnu Gnutls 3.1.12 All All All

Application Gnu Gnutls 3.1.13 All All All

Application Gnu Gnutls 3.1.14 All All All

Application Gnu Gnutls 3.1.15 All All All

Application Gnu Gnutls 3.1.16 All All All

Application Gnu Gnutls 3.1.17 All All All

Application Gnu Gnutls 3.1.18 All All All

Application Gnu Gnutls 3.1.19 All All All

Application Gnu Gnutls 3.1.2 All All All

Application Gnu Gnutls 3.1.20 All All All

Application Gnu Gnutls 3.1.21 All All All

Application Gnu Gnutls 3.1.22 All All All

Application Gnu Gnutls 3.1.23 All All All

Application Gnu Gnutls 3.1.24 All All All

Application Gnu Gnutls 3.1.25 All All All

Application Gnu Gnutls 3.1.26 All All All

Application Gnu Gnutls 3.1.27 All All All

Application Gnu Gnutls 3.1.3 All All All

Application Gnu Gnutls 3.1.4 All All All

Application Gnu Gnutls 3.1.5 All All All
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Application Gnu Gnutls 3.1.6 All All All

Application Gnu Gnutls 3.1.7 All All All

Application Gnu Gnutls 3.1.8 All All All

Application Gnu Gnutls 3.1.9 All All All

Application Gnu Gnutls 3.2.0 All All All

Application Gnu Gnutls 3.2.1 All All All

Application Gnu Gnutls 3.2.10 All All All

Application Gnu Gnutls 3.2.11 All All All

Application Gnu Gnutls 3.2.12 All All All

Application Gnu Gnutls 3.2.12.1 All All All

Application Gnu Gnutls 3.2.13 All All All

Application Gnu Gnutls 3.2.14 All All All

Application Gnu Gnutls 3.2.15 All All All

Application Gnu Gnutls 3.2.16 All All All

Application Gnu Gnutls 3.2.17 All All All

Application Gnu Gnutls 3.2.18 All All All

Application Gnu Gnutls 3.2.19 All All All

Application Gnu Gnutls 3.2.2 All All All

Application Gnu Gnutls 3.2.3 All All All

Application Gnu Gnutls 3.2.4 All All All

Application Gnu Gnutls 3.2.5 All All All

Application Gnu Gnutls 3.2.6 All All All

Application Gnu Gnutls 3.2.7 All All All

Application Gnu Gnutls 3.2.8 All All All

Application Gnu Gnutls 3.2.8.1 All All All

Application Gnu Gnutls 3.2.9 All All All

Application Gnu Gnutls 3.3.0 - All All

Application Gnu Gnutls 3.3.0 pre0 All All

Application Gnu Gnutls 3.3.1 All All All

Application Gnu Gnutls 3.3.2 All All All

Application Gnu Gnutls 3.3.3 All All All

Application Gnu Gnutls 3.3.4 All All All

Application Gnu Gnutls 3.3.5 All All All

Application Gnu Gnutls 3.3.6 All All All

Application Gnu Gnutls 3.3.7 All All All
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Application Gnu Gnutls 3.3.8 All All All

Application Gnu Gnutls 3.3.9 All All All

Application Gnu Gnutls 3.0 All All All

Application Gnu Gnutls 3.0.0 All All All

Application Gnu Gnutls 3.0.1 All All All

Application Gnu Gnutls 3.0.10 All All All

Application Gnu Gnutls 3.0.11 All All All

Application Gnu Gnutls 3.0.12 All All All

Application Gnu Gnutls 3.0.13 All All All

Application Gnu Gnutls 3.0.14 All All All

Application Gnu Gnutls 3.0.15 All All All

Application Gnu Gnutls 3.0.16 All All All

Application Gnu Gnutls 3.0.17 All All All

Application Gnu Gnutls 3.0.18 All All All

Application Gnu Gnutls 3.0.19 All All All

Application Gnu Gnutls 3.0.2 All All All

Application Gnu Gnutls 3.0.20 All All All

Application Gnu Gnutls 3.0.21 All All All

Application Gnu Gnutls 3.0.22 All All All

Application Gnu Gnutls 3.0.23 All All All

Application Gnu Gnutls 3.0.24 All All All

Application Gnu Gnutls 3.0.25 All All All

Application Gnu Gnutls 3.0.26 All All All

Application Gnu Gnutls 3.0.27 All All All

Application Gnu Gnutls 3.0.28 All All All

Application Gnu Gnutls 3.0.3 All All All

Application Gnu Gnutls 3.0.4 All All All

Application Gnu Gnutls 3.0.5 All All All

Application Gnu Gnutls 3.0.6 All All All

Application Gnu Gnutls 3.0.7 All All All

Application Gnu Gnutls 3.0.8 All All All

Application Gnu Gnutls 3.0.9 All All All

Application Gnu Gnutls 3.1.0 All All All

Application Gnu Gnutls 3.1.1 All All All

Application Gnu Gnutls 3.1.10 All All All

Application Gnu Gnutls 3.1.11 All All All
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Application Gnu Gnutls 3.1.11 All All All

Application Gnu Gnutls 3.1.12 All All All

Application Gnu Gnutls 3.1.13 All All All

Application Gnu Gnutls 3.1.14 All All All

Application Gnu Gnutls 3.1.15 All All All

Application Gnu Gnutls 3.1.16 All All All

Application Gnu Gnutls 3.1.17 All All All

Application Gnu Gnutls 3.1.18 All All All

Application Gnu Gnutls 3.1.19 All All All

Application Gnu Gnutls 3.1.2 All All All

Application Gnu Gnutls 3.1.20 All All All

Application Gnu Gnutls 3.1.21 All All All

Application Gnu Gnutls 3.1.22 All All All

Application Gnu Gnutls 3.1.23 All All All

Application Gnu Gnutls 3.1.24 All All All

Application Gnu Gnutls 3.1.25 All All All

Application Gnu Gnutls 3.1.26 All All All

Application Gnu Gnutls 3.1.27 All All All

Application Gnu Gnutls 3.1.3 All All All

Application Gnu Gnutls 3.1.4 All All All

Application Gnu Gnutls 3.1.5 All All All

Application Gnu Gnutls 3.1.6 All All All

Application Gnu Gnutls 3.1.7 All All All

Application Gnu Gnutls 3.1.8 All All All

Application Gnu Gnutls 3.1.9 All All All

Application Gnu Gnutls 3.2.0 All All All

Application Gnu Gnutls 3.2.1 All All All

Application Gnu Gnutls 3.2.10 All All All

Application Gnu Gnutls 3.2.11 All All All

Application Gnu Gnutls 3.2.12 All All All

Application Gnu Gnutls 3.2.12.1 All All All

Application Gnu Gnutls 3.2.13 All All All

Application Gnu Gnutls 3.2.14 All All All

Application Gnu Gnutls 3.2.15 All All All

Application Gnu Gnutls 3.2.16 All All All

Application Gnu Gnutls 3.2.17 All All All
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Application Gnu Gnutls 3.2.18 All All All

Application Gnu Gnutls 3.2.19 All All All

Application Gnu Gnutls 3.2.2 All All All

Application Gnu Gnutls 3.2.3 All All All

Application Gnu Gnutls 3.2.4 All All All

Application Gnu Gnutls 3.2.5 All All All

Application Gnu Gnutls 3.2.6 All All All

Application Gnu Gnutls 3.2.7 All All All

Application Gnu Gnutls 3.2.8 All All All

Application Gnu Gnutls 3.2.8.1 All All All

Application Gnu Gnutls 3.2.9 All All All

Application Gnu Gnutls 3.3.0 - All All

Application Gnu Gnutls 3.3.0 pre0 All All

Application Gnu Gnutls 3.3.1 All All All

Application Gnu Gnutls 3.3.2 All All All

Application Gnu Gnutls 3.3.3 All All All

Application Gnu Gnutls 3.3.4 All All All

Application Gnu Gnutls 3.3.5 All All All

Application Gnu Gnutls 3.3.6 All All All

Application Gnu Gnutls 3.3.7 All All All

Application Gnu Gnutls 3.3.8 All All All

Application Gnu Gnutls 3.3.9 All All All

Operating
System

Opensuse Opensuse 12.3 All All All

Operating
System

Opensuse Opensuse 13.1 All All All

Operating
System

Opensuse Opensuse 13.2 All All All

Operating
System

Opensuse Opensuse 12.3 All All All

Operating
System

Opensuse Opensuse 13.1 All All All

Operating
System

Opensuse Opensuse 13.2 All All All

Operating
System

Redhat Enterprise Linux Desktop 7.0 All All All

Operating
System

Redhat Enterprise Linux Desktop 7.0 All All All

Operating
System

Redhat Enterprise Linux Hpc Node 7.0 All All All
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System

Operating
System

Redhat Enterprise Linux Hpc Node 7.0 All All All

Operating
System

Redhat Enterprise Linux Server 7.0 All All All

Operating
System

Redhat Enterprise Linux Server 7.0 All All All

Operating
System

Redhat Enterprise Linux Workstation 7.0 All All All

Operating
System

Redhat Enterprise Linux Workstation 7.0 All All All

cpe:2.3:o:canonical:ubuntu_linux:14.10:*:*:*:*:*:*:*:

cpe:2.3:o:canonical:ubuntu_linux:14.10:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.15:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.17:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.18:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.19:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.20:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.21:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.22:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.23:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.24:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.25:*:*:*:*:*:*:*:

http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_hpc_node
http://cve.report/vendor/redhat
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cpe:2.3:a:gnu:gnutls:3.0.26:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.27:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.10:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.11:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.12:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.13:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.14:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.15:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.16:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.17:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.18:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.19:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.20:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.21:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.22:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.23:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.24:*:*:*:*:*:*:*:



cpe:2.3:a:gnu:gnutls:3.1.25:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.26:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.27:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.9:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.10:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.11:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.12:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.12.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.13:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.14:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.15:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.16:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.17:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.18:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.19:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.7:*:*:*:*:*:*:*:



cpe:2.3:a:gnu:gnutls:3.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.8.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.9:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.0:-:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.0:pre0:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.5:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.7:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.8:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.9:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.11:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.12:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.13:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.14:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.15:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.16:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.17:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.18:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.19:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.2:*:*:*:*:*:*:*:



cpe:2.3:a:gnu:gnutls:3.0.20:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.21:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.22:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.23:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.24:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.25:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.26:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.27:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.10:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.11:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.12:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.13:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.14:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.15:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.16:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.17:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.18:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.19:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.2:*:*:*:*:*:*:*:



cpe:2.3:a:gnu:gnutls:3.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.20:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.21:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.22:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.23:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.24:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.25:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.26:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.27:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.1.9:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.10:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.11:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.12:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.12.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.13:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.14:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.15:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.16:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.17:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.18:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.19:*:*:*:*:*:*:*:



cpe:2.3:a:gnu:gnutls:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.5:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.8.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.2.9:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.0:-:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.0:pre0:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.5:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.6:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.7:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.8:*:*:*:*:*:*:*:

cpe:2.3:a:gnu:gnutls:3.3.9:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:12.3:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:13.1:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:13.2:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:12.3:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:13.1:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:13.2:*:*:*:*:*:*:*:

cpe:2.3:o:redhat:enterprise_linux_desktop:7.0:*:*:*:*:*:*:*:

cpe:2.3:o:redhat:enterprise_linux_desktop:7.0:*:*:*:*:*:*:*:

cpe:2.3:o:redhat:enterprise_linux_hpc_node:7.0:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:o:redhat:enterprise_linux_server:7.0:*:*:*:*:*:*:*:

cpe:2.3:o:redhat:enterprise_linux_server:7.0:*:*:*:*:*:*:*:

cpe:2.3:o:redhat:enterprise_linux_workstation:7.0:*:*:*:*:*:*:*:

cpe:2.3:o:redhat:enterprise_linux_workstation:7.0:*:*:*:*:*:*:*:
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https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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