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Summary

CVE CVE-2014-8567

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-14 15:59:00 UTC

Updated 2019-07-09 12:29:00 UTC

Description The mod_auth_mellon module before 0.8.1 allows remote attackers to cause a denial of service (Apache HTTP server crash) via a crafted logout request that triggers a read of uninitialized data.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server Aus 6.6 All All All

Operating System Redhat Enterprise Linux Server Aus 6.6 All All All

Operating System Redhat Enterprise Linux Server Eus 6.6 All All All

Operating System Redhat Enterprise Linux Server Eus 6.6 All All All

Operating System Redhat Enterprise Linux Server Tus 6.6 All All All

Operating System Redhat Enterprise Linux Server Tus 6.6 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Application Uninett Mod Auth Mellon All All All All

Application Uninett Mod Auth Mellon All All All All
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linux.oracle.com | ELSA-2014-1803 - mod_auth_mellon security update CONFIRM linux.oracle.com Third Party Advisory

Add NEWS-file for 0.9.0. · 0f5b4fd · UNINETT/mod_auth_mellon · GitHub CONFIRM github.com Third Party Advisory

Security Advisory SA62125 - Oracle Linux update for mod_auth_mellon - Secunia SECUNIA secunia.com Permissions Required, Third Party Advisory

modmellon - For discussions about mod_mellon Apache module. - arc_protect MLIST postlister.uninett.no Vendor Advisory

Red Hat Customer Portal REDHAT rhn.redhat.com Third Party Advisory

Security Advisory SA62094 - Red Hat update for mod_auth_mellon - Secunia SECUNIA secunia.com Permissions Required, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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