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Summary

CVE CVE-2014-8636

State PUBLISHED

Assigner mozilla

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-14 11:59:05 UTC

Updated 2026-05-06 22:30:45 UTC

Description The XrayWrapper implementation in Mozilla Firefox before 35.0 and SeaMonkey before 2.32 does not properly interact with a DOM object that has a named getter, which might allow remote attackers to execute arbitrary JavaScript code with chrome privileges via unspecified vectors.

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Seamonkey All All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial
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Application Mozilla Seamonkey All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

[security-announce] openSUSE-SU-2015:0192-1: important: Security update

Gentoo Security

[security-announce] SUSE-SU-2015:0180-1: important: Security update for

Security Advisory SA62250 - Ubuntu update for firefox - Secunia

Mozilla Firefox/SeaMonkey XrayWrapper Privilege Escalation Vulnerability

[security-announce] openSUSE-SU-2015:0077-1: important: Security update

Security Advisory SA62242 - Ubuntu update for ubufox - Secunia

[security-announce] SUSE-SU-2015:0171-1: important: Security update for

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Conduct Cross-Site Request Forgery Attacks, and Obtain Potentially Sensitive Information - SecurityTracker

[security-announce] SUSE-SU-2015:0173-1: important: Security update for

Firefox Proxy Prototype Privileged Javascript Injection ≈ Packet Storm

About Secunia Research | Flexera

Metasploit: R7-2015-04 Disclosure: Mozilla Fire... | Rapid7 Community

IBM X-Force Exchange

Access Denied

Security Advisory SA62446 - Waterfox Firefox Multiple Vulnerabilities - Secunia

XrayWrapper bypass through DOM objects — Mozilla

Security Advisory SA62790 - SUSE update for seamonkey - Secunia

Oracle Solaris Bulletin - April 2016

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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