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Summary

CVE CVE-2014-8640

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-14 11:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description The mozilla::dom::AudioParamTimeline::AudioNodeInputValue function in the Web Audio API implementation in Mozilla Firefox before 35.0 and SeaMonkey before 2.32 does not properly restrict timeline operations, which allows remote attackers to cause a denial of service (uninitialized-memory read and application crash) via crafted API calls.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Seamonkey All All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All
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Read of uninitialized memory in Web Audio — Mozilla
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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