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Summary

CVE CVE-2014-8643

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-14 11:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description Mozilla Firefox before 35.0 on Windows allows remote attackers to bypass the Gecko Media Plugin (GMP) sandbox protection mechanism by leveraging access to the GMP process, as demonstrated by the OpenH264 plugin's process.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Application Mozilla Firefox All All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

References

Reference

Oracle Solaris Bulletin - April 2016

[security-announce] openSUSE-SU-2015:0192-1: important: Security update

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Conduct Cross-Site Request Forgery Attacks, and Obtain Potentially Sensitive Information - SecurityTracker

Mozilla Firefox Gecko Media Plugin Sandbox Security Bypass Vulnerability

IBM X-Force Exchange

Security Advisory SA62253 - Mozilla Firefox Multiple Vulnerabilities - Secunia

Security Advisory SA62446 - Waterfox Firefox Multiple Vulnerabilities - Secunia
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[security-announce] openSUSE-SU-2015:0077-1: important: Security update

Access Denied

Gecko Media Plugin sandbox escape — Mozilla

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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